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Energy consumed by the the radio interface of resource-limited devices, such as sensors, is a major
source of the overall energy usage of the device. By placing the radio interface in a sleep state where no
communication is possible, the radio reduces its power level by several orders of magnitude when compared
to keeping the radio in a listen state. Thus, it is desirable to place the radio interface in the sleep state as
much as possible without greatly hindering the performance required by applications.

Most previous work on energy-saving protocols is primarily isolated to one layer and, thus, consider
neither the benefits of cross-layer interaction within this domain nor the effects of energy-saving on traditional
wireless network primitives such as information propagation via the broadcast medium. In this work, we
explore protocols that use cross-layer designs for energy saving and some cross-layer tradeoffs that arise as

a result of reducing energy consumption.
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Chapter 1

Introduction

As many new applications emerge as the result of wireless networking technology and research, it is important
to consider design decisions for these devices. In particular, some of these designs may differ substantially
from the protocols already in place for wireline networks. For example, while the strict layering of the
network stack is generally regarded as a favorable design decision for wireline networks, wireless networks
may require more flexibility in interactions between layers of the network stack.

While there are many possible interactions between layers to consider, our work focuses on cross-layer
design for saving energy in wireless networks. The necessity of energy efficient protocols for wireless devices
is motivated by the fact that battery capacity has improved at a much smaller rate than that of other wireless
device components. This trend is quantified in Table 1.1, which shows the relative improvement over a decade
of various laptop components. While all of the other major components of the laptop showed one to three
orders of magnitude improvement, the battery energy density only increased by a disappointing factor of less
than three. The problem of available energy is further exacerbated by trends toward smaller devices (e.g.,
cell phones, sensors, lightweight laptops) which will have less available physical space for batteries. Thus, it
is safe to assume that energy-constrained devices are a reality for the foreseeable future and that wireless
protocol designers must cope with this rather than hoping for Moore’s Law-type performance improvements
in available energy.

In this work, we aim to reduce the energy consumption of the wireless networking interface by modifying
network protocols. Table 1.2 shows an experimental energy breakdown, by component, for data traffic on
a laptop and voice traffic on a cell phone. From this, we see that reducing the wireless interface energy
consumption is only one aspect of a comprehensive solution towards energy efficient wireless devices that
also requires research in the areas of architecture, operating systems, and application design [9]. Though our
design techniques are applicable to multihop ad hoc networks in general, we note that our work is particularly

beneficial for devices with no display (e.g., sensors) or very small displays (e.g., cell phones). As shown in



Table 1.1: Improvement of various laptop components between 1990 and 2001 [6-8].

Laptop Component Relative Improvement from 1990 to 2001
Disk Capacity 1200 x
CPU Speed 393 x
Available RAM 128 x
Wireless Transfer Speed 18 x
Battery Energy Density (J/kg) 2.7 %

Table 1.2: Fraction of energy used by device components for different hardware and traffic [10].

Data Traffic on a Laptop | Voice Traffic on a Cell Phone
Display 45% 2%
Transmit 5% 24%
Receive/Idle 10% 37%
CPU 40% 37%

Table 1.2, the wireless interface energy consumption of such devices can account for over 60% of the device’s
overall energy usage.

Wireless interfaces typically have four power levels corresponding to the following states: transmitting,
receiving, listening, and sleeping. Typically, the power required to listen is about the same as the power
to receive. The power to transmit is generally slightly higher than the receive/listen power. However, the
sleep power is usually one to four orders of magnitude less than the receive/listen power. For Mica2 Mote
sensors [11], these power levels are shown in Table 1.3. Thus, to save energy, the interface should sleep as
much as possible when it is not engaged in communication.

Motivated by the large reduction in energy consumption that is possible from entering the sleep state,
we focus on power save protocols. While there has been a large amount of research in this area [2,12-29],
most protocols operate in isolation at one layer (usually around the link layer) without considering benefits
that can be gained by allowing interaction between layers. In Chapter 2, we discuss these protocols in detail
and discuss the cross-layer designs used by some of these protocols.

Another aspect of cross-layer design for energy-efficient wireless networks is investigating the effects of
energy-saving on traditional wireless network primitives. In particular, we look at information propagation
via the broadcast medium of wireless networks to see the tradeoffs in application performance that result

from energy-saving protocols.



Table 1.3: Characteristics of a Mica2 Mote radio [11].

Radio State | Power Consumption (mW)
Transmit 81
Receive/Idle 30
Sleep 0.003

1.1 Proposal Outline

In Chapter 2, we look at related work related to our thesis. In Section 2.1, we discuss power save protocols
and broadly classify them into four categories: synchronous (Section 2.1.1), asynchronous (Section 2.1.2),
out-of-band (Section 2.1.3), and cross-layer designs (Section 2.1.4). In Section 2.2, we give an overview of work
related to the broadcast applications which are affected by energy-saving protocols: efficiently propagating
data via multihop broadcasts (Section 2.2.1) and symmetric key distribution (Section 2.2.2).

In Chapter 3, we propose cross-layer protocol designs which take advantage of interaction between the
link layer and physical layer. In particular, we observe that the energy nodes spend listening to detect
a signal to wake up can be significantly reduced by using the carrier sensing capabilities available at the
physical layer. We demonstrate how this cross-layer technique can be used to augment both synchronous
and out-of-band protocols. We then take advantage of carrier sensing to dynamically adjust the listening
time for wake-up signal detection.

Chapter 4 explores a novel cross-layer design with interaction between the link layer and routing layer.
We consider using multiple levels of power save protocols at the link layer. Each level presents a different
tradeoff in terms of energy and latency (i.e., levels with an increased energy consumption have a lower
latency). We explore a routing layer protocol design that discovers routes which allow the nodes to consume
as little energy as possible while maintaining a user-specified latency.

In Chapter 5, we quantify the effects on energy-saving on the latency and reliability of applications
which propagate information via multihop broadcast. We develop a simple, lightweight protocol that can
augment existing power save protocols to achieve a desired tradeoff between energy, latency, and reliability.
By simulation, we characterize this tradeoff.

In Chapter 6, we develop a protocol for symmetric key distribution that uses one-hop broadcasts. The
protocol distributes keys in a manner that is resilient to attackers and provides good connectivity while
requiring only a small amount of memory. After describing this protocol, we characterize the cross-layer
effects that arise from using a power save protocol during the key distribution by considering the tradeoff

between security and energy consumption. Chapter 7 summarizes the proposal.



Chapter 2

Related Work

In this chapter, we discuss related work for saving power in ad hoc and sensor networks. Our survey includes
both cross-layer and single-layer protocols. Additionally, we review related work to the applications discussed

in Chapter 4 and Chapter 6.

2.1 Power Save Protocols

The fundamental question power save protocols seek to answer is: When should a radio switch to sleep mode
and for how long? We categorize the many approaches to this problem into four sections. Note that this
categorization is not intended to be mutually exclusive; some works could easily fit into more than one

category. We try to categorize the works with the most similarity.

Synchronous Protocols (Section 2.1.1): Nodes schedule a time in the future to wake up. The scheduled
time can be absolute (e.g., using synchronized clocks to wake up at certain epochs) or relative to some
event (e.g., a node wakes up T seconds after the last packet reception). One example [30] is IEEE
802.11’s Power Save Mode (PSM) where all nodes wake up and remain on for a fixed time at the
start of each beacon interval. Another example [31,32] is where two communicating nodes wake up T

seconds after the last packet reception and T is adjusted dynamically based on traffic patterns.

Asynchronous Protocols (Section 2.1.2): Nodes wake up independently according to their own sched-
ule and try to discover other nodes that are currently awake. When the wake-ups of two nodes overlap,
they can communicate. An example [20,21] is choosing deterministic schedules to guarantee overlap
within a bounded latency. Another example [18,33] is when nodes wake up non-deterministically such

that overlap is within a bounded time with high probability.



Out-of-Band Protocols (Section 2.1.3): A node’s data radio sleeps until an out-of-band channel alerts
them to wake up. An example [22,34] is a low-power radio idly listening on a separate, wake-up
channel. Another example [1,2] is a wake-up radio that periodically idly listens to the channel. In

both examples, when a wake-up signal is detected, the data radio turns on.

Cross-Layer Protocols (Section 2.1.4): We separately categorize approaches which use a cross-layer

design in their power save approach.

Generally, these techniques are orthogonal. For example, a node could use an asynchronous protocol
to discover neighbors and, after discovery, use a synchronous protocol to schedule subsequent wake-ups.
Similarly, an out-of-band protocol could be used to wake up a neighbor to send the first data packet and
synchronous wake-ups could be scheduled for later packets (see [31,32] for an example of this combination
of techniques).

We note that the focus of this thesis is on power save protocols to reduce idle listening energy. There is
a vast area of research in energy efficient wireless transmission (e.g., power control, physical layer encoding)
that is independent from our work. We do not discuss these techniques in this work, but refer interested

readers to [35-38] and references therein for discussion of these techniques.

2.1.1 Synchronous Protocols

Many of the protocols in this section assume some external synchronization mechanism. If available and
operating in the proper environment (e.g., outdoors), GPS could be used for this purpose. For a survey
of other synchronization protocols, see [39]. Recent synchronization protocols for sensors [40] even claim
precision on the order of a microsecond. For the purposes of our work, we assume that some such external
mechanism is available.

We begin by describing 802.11 PSM [30]. In Chapter 3, we augment 802.11 PSM with a cross-layer design
to reduce its energy consumption. Nodes are assumed to be synchronized and awake at the beginning of each
beacon interval. After waking up, each node stays on for a period of time called the Ad hoc Traffic Indication
Message (ATIM) window. During the ATIM window, since all nodes are guaranteed to be listening, packets
that have been queued since the previous beacon interval are advertised. These advertisements take the
form of ATIM packets. More formally, when a node has a packet to advertise, it sends an ATIM packet
to the intended receiver during the ATIM window (following IEEE 802.11’s CSMA/CA rules). In response
to receiving an ATIM packet, the destination will respond with an ATIM-ACK packet (unless the ATIM

specified a broadcast or multicast destination address). When this ATIM handshake has occurred, both



ATA

Packet Arrivals
At A’s Queue | O

A’s = S
Transmissions = P
ToB < fa)
B’s Sy ¥
Transmissions NES NQ
ToA <<
Beacon Interval
“ON"
A’s
Radio Status ——— SLEEP
“ON"
B’s
Radio Status ——— SLEEP
1 ATIM :
' Window ! !
- ' “ON"
Radio Status 1 } } } SLEEP
1) <] t i3
Time—»>

Figure 2.1: IEEE 802.11 IBSS power save mode [30].

nodes will remain on after the ATTM window and attempt to send their advertised data packets before the
next beacon interval, subject to CSMA/CA rules. If a node remains on after the ATIM window, it must
keep its radio on until the next beacon interval [30]. If a node does not send or receive an ATIM, it will
enter sleep mode at the end of the ATIM window until the next beacon interval. This process is illustrated
in Figure 2.1. The dotted arrows indicate events that cause other events to occur. Node A sends a data
packet to B, while C, not receiving any ATIM packets, returns to sleep for the rest of the beacon interval.

In [41], it is shown that the static ATIM window of 802.11 PSM does not work well for all traffic loads.
Intuitively, higher traffic loads need larger ATTM windows. This observation motivates our cross-layer design
in Chapter 3 that dynamically adjusts the ATIM window.

Other works have also proposed dynamic ATIM window adjustment. DPSM [13] is designed for single-
hop networks (i.e., WLANSs) and uses indications such as the listening time at the end of the ATIM, the
number of packets pending for a node, and the number of packets that could not be advertised in the previous
beacon interval. Unlike our work, this protocol adjusts the current ATIM window based on traffic in past
beacon intervals. By contrast, our protocol adjusts the current ATIM window based on the traffic in the
current beacon interval. IPSM [14] is similar to our work in that the ATIM window ends when the channel
is idle for a specified amount of time. However, IPSM only works in single-hop networks since it relies on a
node and all its neighbors having a consistent view of channel activity. Unlike DPSM and IPSM, all of our
protocols are designed for multihop networks.

In TIPS [15], the ATIM window is divided into two slots. If a beacon packet is received during the first

slot, it indicates that nodes should stay on to receive ATIMs later in the ATIM window. If the first beacon



packet is not received until the second slot, then the node can return to sleep since no more advertisements
will follow. In our work, carrier sensing is used as an indication that nodes should remain on longer. The
time it takes to carrier sense is usually much shorter than the time it takes to access the channel and send
an entire packet. Additionally, TIPS only uses static ATIM window sizes whereas our techniques allows
dynamic adjustment of the window.

S-MAC [42] is similar to 802.11 PSM, but with some modifications specifically for sensor networks. It
reduces energy consumption at the expense of fairness and latency. S-MAC uses a simple scheduling scheme
to allow neighbors to sleep for long periods and synchronize wakeups. A neighborhood of nodes synchronize
by one node broadcasting a duration of time it will be awake. After this period, the node will sleep for
the same amount of time. Each node will follow this sleep/awake schedule also and broadcast it to their
neighbors. If a node receives two different schedules, it will remain awake according to both schedules. In
S-MAC, nodes enter sleep mode when a neighbor is transmitting and fragment long packets to avoid costly
retransmissions. After each fragment, an ACK is sent by the receiver so nodes waking up in its vicinity will
sense the transmission.

T-MAC [25] extends S-MAC by adjusting the length of time sensors are awake between sleep intervals
based on communication of nearby neighbors. Thus, less energy is wasted due to idle listening when traffic
is light. In [43,44], modifications are made to S-MAC to reduce the multihop delay of packet forwarding.
Also in [43], a global scheduling algorithm is developed for S-MAC to converge to one sleep schedule in the
network. The carrier sensing techniques in could be used to complement the S-MAC protocols.

In [31,32], synchronous wake-ups are added to an out-of-band protocol. Nodes engaged in communication
schedule times in the future to wake up based on past traffic patterns.

TRAMA [19] uses TDMA to schedule queued packets. The TDMA scheduling is performed based on an
election algorithm within a node’s two-hop neighborhood to ensure that every node has a slot to transmit
data to its receiver while avoiding collisions. Also, when a node does not have anything to send in its assigned

slot, other transmitters may use the slot.

2.1.2 Asynchronous Protocols

An example of an asynchronous protocol [21] is nodes choosing their awake times such that they are guaran-
teed to overlap with each neighbor’s awake time within a bounded time period. In this work, three protocols
are proposed which allow neighbors to advertise to each other by guaranteeing some overlap in their awake
windows. The first protocol calls for nodes to be awake for at least half of each beacon interval and alternate

their advertisement windows at the beginning and end of intervals. This guarantees overlap but requires a



lot of energy. The second approach requires the nodes to only stay awake for a long active interval once
every T beacon intervals. During the other T — 1 intervals, the node will only wakeup for the duration of an
advertisement window. The final approach is quorum-based. In this approach, each node picks 2n — 1 out
of n? intervals (where n is a specified value) in such a way that at least two chosen intervals are guaranteed
to overlap with a neighbor’s. Each chosen interval, the node will stay awake for the entire interval. During
the other intervals, the node will only stay awake for an advertisement window. They cite a proof that
guarantees this scheme will allow unsynchronized hosts to overlap. The authors note that broadcast is still
difficult in such a scheme. Also, these methods require all nodes to have the same advertisement window
and beacon interval lengths.

In [20], a deterministic protocol for neighbor discovery is presented. Using combinatoric theory, sleep
schedules are chosen such that every pair of neighbors is guaranteed to overlap for at least one slot. Thus, if
a node is awake X out of Y slots, energy is reduced and all neighbors should be able to contact each other
within Y slots to synchronize their communication.

In [33], a non-deterministic approach is used for neighbor discovery. Nodes wake up probabilistically
in each slot and can only communicate with other nodes that are also on in that slot. The basic idea is
a nondeterministic protocol where a node is awake for a randomly chosen X time slots out of Y (where
X <« Y). Each node enters a listen or transmit mode with a specified probability such that, with high
probability, neighbors will discover each other over the time interval.

The protocol in [18] is based on continuum percolation theory. Packets are broadcast throughout a
network of nodes following independent sleep schedules. A packet sender broadcasts a packet until most of
its neighbors have received the packet with high probability.

The idea of preamble sampling has been used with B-MAC [16]. The basic idea of preamble sampling
is that the packet preamble is long enough to be detected by all nodes that are periodically sampling the
channel in between sleep periods (i.e., the preamble must be slightly longer than the sleep time between
sampling periods). When sleeping nodes sample the channel and detect the preamble, they remain on to
receive the entire packet. WiseMAC [17] improves on B-MAC by having nodes store the next sampling time
of a node with which it is sending packets. Thus, after accounting for the maximum clock drift since the
last packet was sent, a node can usually transmit a much shorter preamble than is required by B-MAC and,
therefore, greatly improves energy consumption. While preamble sampling is similar to one of our proposed

carrier sensing techniques in Section 3.1, there are some key differences, as discussed in Section 3.1.5.



Table 2.1: Target specifications for PicoRadio hardware.

Wakeup Radio | Data Radio
Transmit Power (UW) 1000 1000
Receive/Idle (UW) 50 1000
Sleep (UW) — 0
Bitrate 0O(100) bps 50 kbps
Range (m) 10 10
Transition Energy, sleep—idle — Tus x ImW
Transition Energy, idle—sleep — 1hs x 0mW

2.1.3 Out-of-Band Protocols

Examples of out-of-band protocols include PicoRadio [22,45-47] which uses a low-power hardware device is
proposed to serve as a wake-up channel with a low idle listening cost. A MAC protocol has been designed
which allows nodes to wakeup a neighbor when data needs to be sent. When a node wishes to send data, it
encodes the neighbor’s receiving channel in a beacon on the wakeup channel. The nodes then communicate
over the high powered data channel of the receiver. This design uses a CDMA scheme which requires each
neighbor within a 2-hop range to be assigned a unique channel and discover and maintain the channel IDs
for each 1-hop neighbor, which is difficult in a distributed setting. Also, the channel ID is encoded in the
wakeup signal, which increases the hardware complexity. Table 2.1 shows the target specifications for the
PicoRadio hardware.!

Similar to PicoRadio, in [48], a hardware design for a wake-up radio is presented using circuit simulations.
A wakeup channel is also used in [34]. Here, a low-power radio is integrated with a PDA. The protocol is
implemented from off-the-shelf hardware. The devices register their presence with a server via a proxy.
When another node wishes to communicate, the proxy will send a short wake-up packet over the low power,
low bit rate channel. This will cause the high powered radio to turn on so data communication can begin.
However, this protocol is designed for systems with centralized access points or proxies.

In [49], paging interfaces are used so a base station can wake up certain nodes when it has data to send.
Here a base station uses RF ID tags to wakeup devices which could be in any one of L sleep states. Each
sleep state uses less power in steady state, but requires more delay and power when transitioning to the fully
awake state. The idea that is a device will remain in a state at least long enough to get a positive energy
gain before transitioning to the next lower power state. The base station tracks this cycle for each device
and when it has data to send, it waits as long as possible before waking the device and transmitting subject

to QoS requirements. When the base station wishes to wake a device up, it pages all devices in that current

1These values were obtained in an email correspondence with Brian Otis, the lead graduate student for the hardware design.



sleep state. The non-target devices in the paged sleep state will then start the sleep cycle again once they
determine the data is not for them. This allows the size of the paging message to be on the order of the
number of sleep states instead of the number of nodes.

STEM and STEM-BT [1,2] are also out-of-band wake-up protocols. In Chapter 3, we demonstrate how
our cross-layer techniques can be applied to these protocol. Thus, we defer a detailed description of these
protocols to Section 3.2.1.

The PAMAS protocol [50] adapts basic mechanisms of IEEE 802.11 [30] to a two-radio architecture.
PAMAS allows a node to sleep to avoid overhearing a packet intended for a different destination or to avoid
interfering with another node’s reception by transmitting. The control channel is used to exchange RTS/CTS
packets, emit busy tones to eliminate interference, and probe ongoing communications for their duration.
Whenever a node awakes and detects another transmission, it can probe the control channel to determine

how much longer this transmission will continue. Unlike our work, it ignores the idle listening problem.

2.1.4 Cross-Layer Protocols

Protocols in this section use cross-layer techniques in that the power save protocol makes sleep decisions
based on a past history of the multihop traffic in the network.

In [27], a protocol is proposed that works with on-demand routing and uses 802.11’s PSM when a node
is not engaged in sending, receiving, or forwarding data. When a node is communicating, soft-timers are
used to transition the node to an idle listening mode which reduces latency and preserves throughput better
than only using 802.11’s power save. However, the timers do not adjust to the traffic rate, so if traffic is not
frequent enough to refresh the timers, the benefits of the protocol are lost. Nodes must promiscuously listen
to the packets of neighbors to determine if they are disconnected or in power save mode. TITAN [51] extends
the work from [27]. In TITAN, route requests are delayed by sleeping nodes to allow the route discovery
procedure to favor nodes that are already in the idle listening state. This helps reduce the overall energy
consumption in the network.

Other work uses TDMA techniques schedule “flows” of data packets [26,52] where periodic flows attempt
to find slots to transmit data at regular intervals without interfering with existing flows. Thus, in these
protocols, the wake-up procedure requires the sender/receiver pair to wake up during a slot when they will
have exclusive access to the medium. In both [26] and [52], non-interfering slots are discovered listening to
the beginning of a slot for transmissions. If no transmission is detected within a specified time, a node can
claim the slot for its flow. Then, in subsequent cycles, the node can always transmit a packet in that slot

without other nodes interfering.
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LISP [28] is an extension to 802.11 PSM where nodes attempt to predictively remain on after the ATIM
window to forward multihop traffic at a lower latency. When a node is scheduled to sleep at the end of
an ATIM window, it may remain on based on correlations between overhead ATIM-ACKs and previous
ATIM/ATIM-ACK handshakes.

In [29], ESSAT is designed to handle CBR traffic in sensor networks. In particular, ESSAT predictively
wakes up downstream neighbors based on past reception times for CBR flows. The wake up times are

adjusted when phase shifts occur in the flow due to packet loss and contention.

2.2 Broadcast Applications

In this section we look at two applications that are affected by the use of energy-saving protocols. We
investigate these cross-layer effects that are induced by the power save protocols. In this section, we cover
work related to these two applications. The first is efficiently propagating information by broadcasting over
multiple hops (Section 2.2.1), which is the focus of Chapter 5. The second application, covered in Chapter 6,

is broadcast for symmetric key distribution in sensor networks (Section 2.2.2).

2.2.1 Efficient Information Propagation via Multihop Broadcast

Broadcast is prevalent in wireless networks as a means to propagate information. The application on which
we focus in testing our protocol in Chapter 5 is code distribution, whereby a source periodically sends out
patches for sensors to apply to their software. In [53], the authors demonstrate a software architecture to
allow the application of such updates. In other works [54-56], the focus is on reducing the flooding overhead
for disseminating code updates. In our work, we look at the effects on energy-saving on the reception
rate of code updates. Other applications of multihop broadcasts include route discovery in ad hoc routing
protocols [57,58] and querying for sensor data [59].

One popular method for reducing the overhead of broadcast is to form a backbone in the network where
only certain nodes forward data [60-62], which can reduce overhead. Another method, which is most similar
to our work in Chapter 5, is probabilistic broadcast [63-65], where nodes only forward a broadcast with some
probability, p. By doing this, the broadcast is capable of reaching most of the nodes in the network while
reducing the overhead. This is based on the observation that there is typically a high level of redundancy in
a broadcast flood [66]. In our protocol, we attempt to use this redundancy to reduce the energy consumed

by the broadcast.
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2.2.2 Symmetric Key Distribution

In Chapter 6, we propose a novel method of symmetric key establishment for a sensor network that uses
channel diversity, as well as spatial diversity, to create link keys for one-hop neighbors. Given this protocol,
we characterize the tradeoffs that arise in terms of energy and security. Establishing such keys is important
because public keys are too computationally intensive for many sensors. Sharing a symmetric key with
neighbors allows for secure aggregation as well as transmitting data used to authenticate hash chains, for
example.

In [67], the SPINS security architecture for sensor networks is presented. It includes a key establishment
protocol that requires two sensors to get a pairwise key from a trusted server with which both of the sensors
share a secret key. A disadvantage of this approach is that the server may become a bottleneck in large
networks. The LEAP architecture [68] provides a method of establishing pairwise keys provided sensors
cannot be compromised during a short initialization phase after deployment and the sensor hardware can be
trusted to completely erase keying material after initialization.

Eschenauer and Gligor [69] were among the first to consider key predistribution for sensor networks. In
their work, referred to as the basic scheme, sensors are loaded with randomly chosen keys out of a master
key pool prior to deployment. After deployment, a sensor can securely communicate with its neighbors
if it shares at least one key in common with the neighbor. Chan et al. [70] extend the basic scheme to
require neighbors to share g keys in common before a link is possible. This improves security at the cost of
decreased connectivity. Their work also proposes the idea of using multiple node disjoint paths to strengthen
security. This is a different form of diversity than what we propose, but demonstrates how the concept can
improve security in the form of diverse path selection. Other schemes propose that keys be distributed
deterministically based on a sensor’s ID [71,72].

Du et al. [73] adapt a key predistribution scheme originally proposed by Blom [74] for sensor networks by
using finite fields to generate multiple key spaces that can be randomly deployed to sensors. Liu et al. [75]
extend a key distribution method proposed by Blundo et al. [76] that uses polynomial based distribution
methods.

The work that is most similar to ours is that of Anderson et al. [5]. The protocol is based on the
assumption that the number of adversary devices in the network at the time of key establishment is very
small (in their results, less than 3% of the nodes are adversaries). Thus, during the initialization phase, a
sensor U will broadcast a randomly generated plaintext key, K,,, that is overheard by all its one-hop neighbors

(including adversaries). Each one of U’s neighbors replies with the message {V, Ky, }1,,, where v is the ID of
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the neighbor and Ky, is a pairwise key randomly generated by v.2 After this exchange, u and v use key Ky,
for communication. Power control is used to reduce the number of devices that overhear the key exchange.

In Chapter 6, we discuss in detail the differences between our work and Anderson’s. We briefly mention
these differences here. First, our protocol is much more resilient to eavesdropping by attacking devices since
we leverage channel diversity and utilize location diversity more.2 Second, a link cannot be authenticated
in Anderson’s scheme since U or vV has no way to verify the sender of the messages. In contrast, we provide
mechanisms that allow a trusted source to authenticate sensor IDs and broadcasted keys. Refer to Chapter 6

for more detail about these differences.

2We use the notation {M}, to indicate a message, M, encrypted using key k.
3We note that the goal in [5], unlike our work, is not to make it difficult for a nearby attacker to compromise a link nor to
operate in hostile environments where there may be a large number of adversaries.
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Chapter 3

Cross-Layer Protocol Design at the
Link Layer and Physical Layer

Many power save protocols described in Section 2.1 follow a common design where potential receivers peri-
odically awake to listen for some type of wake-up signal in between long periods of sleep. However, many
such protocols are inefficient from an energy perspective in that this listening period is on the order of a
packet transmission time. The increase in energy consumption is particularly significant in networks with
light traffic, as might be expected in many sensor applications.

Based on this observation, we propose using the carrier sensing capabilities that are available at the
physical layer to reduce the listening period for wake-up signals to be on the order of the time it takes to
detect the channel busy. This detection time is typically much smaller than a packet transmission time. In
this chapter, we demonstrate how this technique can be applied to both a synchronous protocol (Section 3.1.2)
as well as out-of-band protocols (Section 3.2.5 and Section 3.2.6).

Next, we observe that physical layer carrier sensing can also be used to dynamically adjust the time
that nodes remain on when packets are being transmitted. This technique is applicable to any power save
protocol that has groups of nodes wake up at certain times and remain on as long as they are involved

in data communication. We demonstrate how this technique can be applied to a synchronous protocol

(Section 3.1.3).

3.1 Using Carrier Sensing for Dynamic Advertisement Windows

In this section, we further discuss our proposed techniques to leverage physical layer carrier sensing for
energy efficiency and demonstrate their application to a synchronous power save protocol. Specifically, we

look at techniques to improve the IBSS Power Save Mode (PSM) in IEEE 802.11 [30]. IBSS (Independent

1We note that if traffic is heavy in a network, then using any type of power save generally does not make much sense.
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Basic Service Set) is the protocol set for ad hoc networks. While the techniques we propose are tested with
802.11 PSM, in Section 3.1.1 we discuss how they can augment other power save protocols. Our results show
that the proposed improvements to 802.11 PSM can greatly reduce energy consumption with little increase
in the average packet latency.

The major contributions of this work are:

e We show how carrier sensing can be used to determine if it is necessary to listen for traffic advertise-

ments. This allows us to avoid listening for long periods when no packets will be advertised.

e We dynamically re-size the ATIM window based on the number of advertisements to be sent in the
current window. While we have explored dynamic adjustment of the ATIM window previously [13,77],
this is the first work of which we are aware that achieves this in a multi-hop environment using a single

channel.

3.1.1 Protocol Design Discussion

From the description of 802.11 PSM in Section 2, we can see that the ATIM window wastes a significant
amount of energy when the traffic load is low. For example, in previous work [13,28] some typical values
for the ATIM window and beacon interval are 20 ms and 100 ms, respectively. Thus, even when no traffic is
being sent, nodes listen to the channel for 20% of the time. It is obvious that more energy could be conserved
by reducing the size of the ATIM window when traffic is sparse. However, if the ATIM window becomes
too small, then nodes will not be able to advertise their data since the window ends before they are able to
access the channel and send an ATIM. Thus, our techniques reduce the overhead of the ATIM window when
traffic is sparse and provide larger ATIM windows when there is more data to advertise.

In Section 3.1.2, we use a short carrier sensing period preceding the ATIM window where nodes can
indicate whether or not they intend to advertise any data. Thus, when none of a node’s neighbors are
going to advertise any data, the node can return to sleep without remaining on for the ATIM window. In
Section 3.1.3, we further improve the energy consumption of the protocol by allowing nodes that participate
in the ATIM window to dynamically adjust the size of their ATIM window. By using this technique, nodes
that do not receive any ATIMs can usually return to sleep sooner than if a static ATIM window size is used.

We make the assumption that the nodes in the network are time synchronized by some out-of-band
means. For example, the nodes may be GPS-equipped. Thus, the timing synchronization function (TSF) of
802.11 is disabled and beacons are never sent. For consistency with the terminology in related work, we will

still refer to the time between ATIM windows as a “beacon interval” even though no beacons are sent.
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Figure 3.1: CS-ATIM protocol.

3.1.2 Technique 1: Carrier Sensing Preceding the ATIM Window

From the description of 802.11 PSM in Section 2, we observe that it is possible that most beacon intervals
have no packets to be advertised. In this case, the ATIM window needlessly wastes energy. However, when
there is traffic at the beginning of a beacon interval, nodes need a mechanism to advertise their packets.
Thus, the ATIM window concept cannot be completely removed. What is needed is a energy-efficient binary
signal so that a node can let neighbors know when it has traffic to advertise and, hence, an ATIM window
is needed for that beacon interval.

For this purpose, we propose Carrier Sense ATIM (CS-ATIM) which adds a short carrier sensing period
at the beginning of each beacon interval as shown in Figure 3.1. The basic idea is that the time it takes
to carrier sense the channel busy or idle, T, is significantly smaller than the ATTM window, T4,. Rather
than every node waking up for T,, at the beginning of every beacon interval, the nodes will only wake up
for T, at the beginning of every interval when there are no packets to be advertised in their neighborhood.
When there are packets to be advertised, the nodes will wake up for an entire ATIM window after the carrier
sensing period.

Using Figure 3.1, we will explain how CS-ATIM works. The shaded regions in Figure 3.1 indicate that
a node is transmitting a packet. At time tg, there are no packets to be advertised so all nodes wake up for
T.s time and return to sleep when the channel is detected idle. At time t;, the nodes wake up for the start
of the next beacon interval. This time, node A has a packet to advertise, so it transmits a “dummy” packet
to make the channel busy. When nodes B and C finish carrier sensing the channel at time t; + T4, the
channel is detected busy because of A’s packet transmission. Thus, all nodes who carrier sensed the channel
busy or transmitted a “dummy” packet will remain on for an ATIM window of length T, after the carrier
sensing period. During the ATIM window, A sends an ATIM to B and B replies to A with an ATIM-ACK.
Because of this exchange, A and B will remain on for the rest of the beacon interval. Because C did not

send or receive an ATIM during the ATIM window, it returns to sleep at the end of the ATIM window at

16



time ty. After the ATIM window, A and B exchange the data packet and corresponding ACK. At time tg,
a new beacon interval begins and all of the nodes return to sleep after carrier sensing the channel as idle.

The value of T, is chosen to be long enough to carrier sense the channel as idle or busy with a desired level
of reliability. According to the 802.11 specification [30], the clear channel assessment (CCA) for compliant
hardware must be less than 15 4s. In our experiments, we use a much larger value for T, to mitigate the
effects of short-term fading. The dummy packet transmitted by a node with packets to advertise does not
contain any information that needs to be decoded; its only purpose is to cause other nodes to detect the
channel as busy. The advantage of not having information in the dummy packet is that multiple nodes can
transmit simultaneously, causing collisions at the receivers, without hindering the protocol. If a collision
occurs at the receiver, it can still detect the channel as busy and remain on for the ATIM window. In the
ATIM window, nodes use the standard 802.11 CSMA/CA protocol to send their ATIMs and ATIM-ACKs
while avoiding collisions. A node that transmits a dummy packet cannot carrier sense dummy packets being
sent by other nodes at the beginning of the beacon interval. However, this does not affect the protocol since
a node stays on for the ATIM interval whenever it transmits a dummy packet or carrier senses the channel
busy.

From this description of CS-ATIM, it is clear that nodes can use significantly less energy than 802.11
PSM listening at the beginning of each beacon interval when there are no packets to be advertised. When
there are packets to be advertised, CS-ATIM only uses slightly more energy than 802.11 PSM because of the
short carrier sensing period. In terms of packet latency, 802.11 PSM does slightly better than CS-ATIM.
One reason is that data packets that arrive after the carrier sensing period but before the end of the ATIM
window may be sent in the current beacon interval in 802.11 PSM. In CS-ATIM, such packets may have
to wait until the next beacon interval. Also, there is a slightly larger delay in CS-ATIM since the ATIM
window does not end until Tz 4 T4, whereas the 802.11 PSM ATIM window ends T, after the beginning
of the beacon interval.

With CS-ATIM, we note that carrier sensing for energy on the channel, as opposed to actually decoding
a packet, creates the risk that nodes may erroneously carrier sense energy that is due to interference in the
frequency band rather than the transmission of a dummy packet. In this case, a node remains on for the
ATIM window even though none of its neighbors sent a dummy packet. We refer to this as a false positive.
In Section 3.1.5, the effects of false positives on CS-ATIM are tested.

The basic idea from CS-ATIM can be adapted to other power save protocols besides 802.11 PSM. When-
ever a node is scheduled to listen in a power save protocol, it can do carrier sensing at the start of its

scheduled wake-up time to determine if it can return to sleep because there are no nodes with data to send.
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For example, in a TDMA protocol, nodes can carrier sense at the beginning of their scheduled slot and

return to sleep if there is no data to be sent.

3.1.3 Technique 2: Dynamic ATIM Window Adjustment

The CS-ATIM protocol is more energy efficient than 802.11 PSM when there are a large number of beacon
intervals in which no nodes have packets to advertise. However, if there is a small number of packets to be
advertised in a beacon interval, then requiring nodes to listen for the entire ATIM window wastes energy.
Ideally, the ATIM window should be long enough for all the ATIMs which need to be transmitted and then
the ATIM window should end right after the last ATIM-ACK is received.? This is what past work attempts to
achieve either through heuristics [13] or dynamically extending the window when packets are received [14,77].
Unlike the previous work that dynamically extends the ATIM window based on packet reception, our goal is
to have a protocol that works in multi-hop environments and does not use a second channel (e.g., a busy-tone
channel). We refer to this extension of CS-ATIM as Dynamic CS-ATIM (DCS-ATIM).

First, we distinguish between two types of packet reception in IEEE 802.11. When a packet is received
at a power level above the RX_.THRESHOLD, we say that the receiver is within the transmission range
of the sender. When a packet is received at a power level below the RX_THRESHOLD, but above the
CS_THRESHOLD (carrier sense threshold), the receiver is said to be within the carrier sensing range of the
sender. Packets received by nodes in the carrier sensing range cannot be decoded, but do cause the node’s
clear channel assessment to classify the channel as busy. We assume that, most of the time, a node’s carrier
sensing range is at least twice as big as its transmission range [78]. Thus, when S sends a packet and R is
within the transmission range of S, the nodes within the transmission range of R are likely to be within the
carrier sensing range of S.

We note that there are several cases in which a node may receive a packet above the RX_ THRESHOLD,
but its neighbors do not receive the packet above the CS_.THRESHOLD. This may occur due to short-
term fading or obstructions in the line-of-sight of a node pair. While DCS-ATIM can recover from such
occurrences, we assume stich events are rare.® In the worst case, when a node detects little or no correlation
between its packet receptions and a neighbor’s carrier sensing of these packets, then the node can fall back
to CS-ATIM to advertise packets to that neighbor.

In DCS-ATIM, there are two carrier sensing periods that follow the beginning of the beacon interval:

e CS;: As in CS-ATIM, DCS-ATIM begins with a carrier sensing period of length T.s during which

2This statement assumes traffic is not so heavy that the ATIM window grows large enough that data packets can never be
sent.
3Currently, we do not test these situations in our simulations.
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time nodes use the protocol from Section 3.1.2 to indicate whether they have packets to advertise. We

refer to this carrier sensing interval as CSj.

e CS;: DCS-ATIM adds a second carrier sensing period, CS», (again of duration T.s) that immediately
follows CSi. If a node wants its neighbors to use a static ATIM window, as in CS-ATIM, then it
transmits a dummy packet during CSy. Otherwise, its neighbors use the dynamic adjustment scheme
described below. For example, a node may wish to use a static ATTM window if it has not been able
to advertise a packet for the past K intervals. This is a fail-safe mechanism when a packet is unable to

be advertised after attempting for several dynamic windows.

We now describe the protocol after the above two carrier sensing periods when nodes have decided to use
dynamic ATIM windows. First, we give ATIM packets a different maximum contention window size (CW,,,)
than data packets (CWyat,). In the IEEE 802.11 specification [30] for direct-sequence spread spectrum
(DSSS), the default CWg,s, is 1023 slots and the default slot time, Tgt, is 20 gs. Using such a large
contention window for ATIMs is unnecessary when the entire ATIM window is typically on the order of tens
of milliseconds. Also, only one ATIM is sent per sender-receiver pair whereas multiple data packets may
then be sent over that link after the ATIM window. Thus, the number of ATIM packets sent in the ATIM
window should be less than or equal to the number of data packets sent following the ATIM window. This
means there should be less nodes contending for access during the ATIM window since each sender-receiver
link contends for the channel only once during the ATIM phase, but potentially multiple times during the
data phase. Therefore, it is not unreasonable to make CW,,, < CW,t, in most scenarios. Thus, nodes that
have ATIMs to send during the ATIM phase use the same protocol as 802.11 CSMA/CA, but use CW,,, as
the maximum contention window size rather than the default CW 4, -

At the start of the dynamic ATIM window, every node listens to the channel and sets a timer to expire

after:

Tidle =DIFS + Tslot : CWaw + Propmax
+ Tatim + SI FS + propmaz + Tack (31)

+ DIFS + Tt - CWau + Propras

where DIFS and SIFS are the DCF and Short Interframe Space as specified by IEEE 802.11 [30], re-
spectively. The values T.ti, and T,er are the time durations required to send an ATIM and ATIM-ACK,

respectively.* The maximum propagation delay between two nodes is denoted as propmaz. Tidze is designed

4Totim and T,.p, are constant since ATIM and ATIM-ACK packets have a fixed, specified size.
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to be long enough to give a node the chance to access the channel after it was in the carrier sensing, but not
transmission range, of an ATIM/ATIM-ACK handshake.

If a node sends or carrier senses a packet before the timer expires, the timer is reset to end T;4 time
after the packet is sent or carrier sensed. To avoid starving data packets, an upper limit is set on the size
that the dynamic ATIM window can reach. Currently, this upper bound is equal to the default, static ATIM
window size, Tqq, used for unmodified 802.11 PSM.

A node may transmit ATIM packets as long as it has sent a packet or received a packet above the
RX_THRESHOLD within the past T;4 time. When one of these two conditions is met, it implies that the
node’s neighbors have either received or carrier sensed a packet within the past T;4. interval and, hence,
refreshed their timers to continue listening for ATIM packets. If a node has carrier sensed a packet within
the past T;q time, but not sent or received a packet during that time, then it must continue to listen for
ATIMs until its timer expires, but it cannot send anymore ATIMs until the next beacon interval. If a node
is unable to send an ATIM for k consecutive intervals, it uses CSj to let its neighbors know to resort to a
static ATTM window size.

Whenever a node does not send or carrier sense a data packet for T;g. time or the upper bound on the
dynamic ATIM window is reached, the node will end the ATIM phase and wait for the data phase to begin.
As in 802.11 PSM, if a node sent or received an ATIM during the ATIM window, it remains on for data
communications. Otherwise, the node returns to sleep until the beginning of the next beacon interval. The
data phase begins T,,, after the beginning of the ATIM window. It is postponed until this time to avoid
sending potentially long data packets while other neighbors are still trying to transmit ATIMs.

An example of DCS-ATIM compared to 802.11 PSM is given in Figure 3.2. First, there is the additional
carrier sensing at the beginning of DCS-ATIM. Because A has a packet to advertise, it sends a dummy packet
at the start of the beacon interval. In this example, A desires a dynamic ATIM window, so no dummy packet
is sent during the second carrier sensing period. After both carrier sensing periods have ended, A sends an
ATIM to B. In this example, C does not carrier sense anymore transmissions after B’s ATIM-ACK. Thus,
with DCS-ATIM, C returns to sleep T;q time after receiving the ATIM-ACK rather than waiting for the
entire T4, duration of the ATIM window. With 802.11 PSM, C must remain on for the entire T,,, time of
the static ATIM window.

From this description, we see that, in the worst case, the ATIM window for DCS-ATIM only uses slightly
more energy in the ATIM window than 802.11 PSM (for the carrier sensing periods) and may use much less
energy when a small number of ATIMs are sent. In terms of latency, DCS-ATIM may perform worse than

802.11 PSM if a data packet arrives at the node towards the end of 802.11 PSM’s static ATIM window.
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Figure 3.2: 802.11 PSM vs. DCS-ATIM.

In this case, 802.11 PSM can advertise the packet and send the data in the current beacon interval. By
contrast, if DCS-ATIM’s dynamic ATIM window has already ended, the node may have to wait until the
next beacon interval to advertise the packet. Additionally, DCS-ATIM may not be able to advertise as many
packets as 802.11 PSM if a node with a packet to advertise does not send or receive any packets above the
RX_THRESHOLD as discussed above. In this case, the node will have to wait until the next ATIM window

to advertise the packet.

3.1.4 Comparison with Preamble Sampling

We note that the technique described in Section 3.1.2 is similar to the preamble sampling used in protocols
such as B-MAC [16] and WiseMAC [17]. However, there are some key differences between our proposed
carrier sensing technique and these preamble sampling protocols. The advantage of preamble sampling is
that it works in completely unsynchronized environments.>® However, because the nodes may transmit their
preamble at any time (which serves as the wake-up signal), there is an increased chance the preamble will
collide with an ongoing data transmission (e.g., due to hidden terminals). By contrast, our protocol restricts
wake-up signals to a specific time when data packets are not being transmitted. Also, because the wake-up
signal in our protocol only serves as a binary indication of whether or not the channel is busy, interference
among wake-up signals is tolerable, as discussed in Section 3.1.2.

Another disadvantage of preamble sampling is that broadcast, which is commonly used in wireless com-
munication, requires a large preamble transmission. In particular, the preamble must be slightly longer than
a beacon interval (which is at least on the order of tens of milliseconds and longer if less energy consumption
is desired). This is the only way to ensure that all of a node’s neighbors are able to detect the preamble.

By contrast, in our protocol, the overhead for a wake-up signal is slightly longer than the time to reliably

SWiseMAC [17] does require nodes to keep track of their last communication time with each neighbor as well as the maximum
possible clock drift of the hardware.
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Figure 3.3: Energy vs. beacon interval. Figure 3.4: Latency vs. beacon interval.

carrier sense the channel (e.g., typically on the order of tens of microseconds) for both unicast and broadcast
packets. Thus, the well-known overhead problem associated with broadcast storms [66] is exacerbated by
the preamble sampling protocols whereas our protocol does not add any extra overhead to broadcast packets
when compared to unicast packets.

Finally, when there are several senders transmitting to a receiver (e.g., in sensor networks when aggrega-
tion is performed or in ad hoc routing when a node’s route replies attract multiple senders), then preamble
sampling significantly increases latency beyond our proposed protocol. This is because only one sender can
transmit a preamble for a receiver per beacon interval. By contrast, multiple senders can transmit data

packets per beacon interval in our protocol.

3.1.5 Brief Presentation of Simulation Results

To test our protocols, we simulated them by modifying the MAC and physical layers of ns-2 [79]. More
extensive results and discussion is provided in [80]. We place 50 nodes uniformly at random in a 1000m x
1000m area. There are five flows sending 512 byte data packets at a rate of 1 kbps per flow. By default, the
following values are used: the beacon interval length is 100ms, T,y is 20ms, T.s is 1ms, and T;g is set to
3.19ms according to Equation 3.1.

From Figure 3.3 and Figure 3.4, we see that CS-ATIM and DCS-ATIM use about the same amount of
energy and consume anywhere from 30 to 60% less energy than 802.11 PSM for the parameters tested while

increasing the latency by only about 8 ms to 15 ms.
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3.2 Using Carrier Sensing to Reduce the Listening Time for
Out-of-Band protocols

In this section, we demonstrate how physical layer carrier sensing can be applied to an out-of-band power
save protocol. An advantage of this technique is, unlike synchronous protocols, no clock synchronization is
needed. Unlike asynchronous protocols, nodes do not have to probe the channel whenever they wake up
(i.e., less channel contention and control overhead). Also, out-of-band protocols have a deterministic bound
on wake-up latency, which is not true of asynchronous protocols with non-deterministic schedules. However,
there are tradeoffs in using out-of-band protocols. One disadvantage is the increased hardware complexity
and cost to provide an extra wake-up channel. Also, the wake-up channel requires extra bandwidth to avoid
interference with the data channel. Finally, the wake-up channel must be designed such that its monitoring
does not consume much energy. Obviously, the wake-up channel is of little use, from an energy perspective,
if it consumes a large amount of energy idly listening to the channel while the data radio is saving energy
by sleeping.

STEM [1,2] and STEM-BT [2] (STEM Busy Tone) are out-of-band protocols that use periodic idle
listening on the wake-up channel. In this section, using carrier sensing, we identify ways to make each of

these protocols more efficient.

3.2.1 Protocol Descriptions and Discussion

In STEM [1,2], a two-radio architecture achieves energy savings by letting the data radio sleep until com-
munication is necessary while the wake-up radio periodically listens according to a duty cycle. When a node
has data to send, it begins transmitting continuously on the wake-up channel long enough to guarantee that
all neighbors will receive the wake-up signal. STEM-BT [2] is a variant of STEM where the wake-up radio
uses a busy tone, instead of encoded data, for the wake-up signal. Both protocols are orthogonal to the data
radio MAC layer transmission scheduling scheme.

In this section, we describe the operation of STEM and STEM-BT. Based on this discussion, we make
some observations about how the protocols could achieve better energy efficiency using carrier sensing. Based
on this, we present two new protocols, STEM-H and STEM-BT2, which reduce the energy consumption for
STEM and STEM-BT, respectively. For each of the protocols, there are two sub-protocols. One is the
transmitting sub-protocol, which is performed when a node has data to send and attempts to wake up the
intended receiver. The other sub-protocol is for monitoring; typically, the nodes spend most of their time in

the monitoring state where they periodically listen to the wake-up channel to determine if a signal is being
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Figure 3.7: Proposed STEM-H protocol. Figure 3.8: Proposed STEM-BT?2 protocol.

sent and they need to wake up their data radio. In STEM and STEM-H, the wake-up radio must be capable
of sending and receiving data packets. By contrast, in STEM-BT and STEM-BT2, the wake-up radio only
needs to be able to send and detect a busy tone (i.e., making a binary decision whether the channel is busy
or not). Figures 3.5, 3.6, 3.7, and 3.8 give a pictorial example of the protocols described below. In each of
these figures, the arrows show a “causes” relationship between events. The key for the figures is: F is a filter
packet, D is a data packet, A is an ACK packet, and BT is a busy tone. When F, D, A, or BT is in a

shaded area, a node is sending; otherwise, a node is receiving.

3.2.2 STEM [1,2] (Figure 3.5)

Sending Protocol When a node has data to send, it begins a continuous cycle of transmitting a FILTER
packet on the wake-up channel followed by a idle listening period for the corresponding FILTER-ACK packet.

The idle listening time in between FILTERs, denoted as T4, has to be long enough to receive a FILTER-
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ACK. Thus, T4 is the time to transmit a FILTER-ACK plus extra time due to factors such as propagation
delay and hardware switching time.

When a sender gets the corresponding FILTER-ACK, it turns on its data radio and begins sending data
packets according to the data radio MAC protocol. At this point, the sender stops sending FILTERs and
the wake-up radio enters the monitoring state. For brevity, we omit a discussion of how wake-up channel
collisions are handled. When a node with its data radio on does not send or receive packets for an idle

threshold time, Ty, it returns the data radio to sleep.

Monitoring Protocol Nodes periodically wake up long enough to receive a FILTER and respond with a
FILTER-ACK if they are the intended receiver. After idly listening for some time, T, the node’s wake-up
radio returns to sleep for a period of time, T,s. The T, value is chosen by the user. A long T, saves
more energy in the monitoring state, but increases the wake-up process latency. T,,; is a function of Ty and
Ta [1].

When a node receives a FILTER and it is the intended receiver, it sends a FILTER-ACK and turns its
data radio on to idly listen for packets on the data channel. On the wake-up channel, the node continues
in the monitoring state. When a node with its data radio on does not send or receive packets for an idle

threshold time, Ty, it returns the data radio to sleep.

3.2.3 STEM-BT [2] (Figure 3.6)

Sending Protocol When a node has data to send in STEM-BT, it starts transmitting a busy tone on the
wake-up channel. The busy tone is sent for T,,; time, long enough to guarantee overlap with every neighbor’s
wake-up channel carrier sensing period.

After the sender has transmitted a busy tone for T, time, it turns on its data radio. Once the data radio
is on, a FILTER packet is sent on the data channel indicating which receiver will receive more data. The
sender then begins transmitting the data to the receiver on the data channel. As in STEM, when a node

with its data radio on does not send or receive packets for Ty, time, it returns its data radio to sleep.

Monitoring Protocol For monitoring nodes, the protocol is similar to STEM’s. A difference between the
monitoring protocol of STEM and STEM-BT is the length of T,,;, the carrier sensing time. In STEM-BT,
T is shorter because a monitoring node only has to detect a busy tone. On the other hand, in STEM, the
monitoring node has to decode a packet and send a FILTER-ACK if it is the intended receiver.

When a node detects a busy tone, it turns on its data radio and idly listens for a FILTER packet on

the data channel. When the FILTER packet is received, the node remains on if it is the intended receiver.
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Otherwise, its data radio returns to sleep. If a node keeps its data radio on to receive data packets, it
returns the data radio to sleep when no packet has been sent or received for Ty, time. One key point about
STEM-BT’s monitoring protocol is that all one-hop neighbors of the sender must turn their data radio on

and idly listen until the FILTER packet is received.

3.2.4 Discussion of STEM and STEM-BT

Based on these protocol descriptions, we make a couple observations. First, the wake-up process of STEM is
relatively inexpensive (in terms of energy) for all nodes other than the sender when compared to the steady-
state monitoring process. In particular, neighbor nodes use almost the same amount of energy whether they
are monitoring the channel or receiving the FILTER packet.® The receiving node uses slightly more energy
because it responds with a FILTER-ACK packet. While the sender uses more energy due to its FILTER
transmissions, it only transmits for T,,;/2 time on average. By contrast, the wake-up procedure for STEM-
BT is relatively expensive compared to STEM. In STEM-BT, every neighbor node that detects the busy
tone turns its data radio on to listen for the FILTER packet on the data channel. Thus, on average, each
neighbor node idly listens to the data channel for half of the time that the busy tone is emitted. Based on
this, we can conclude that STEM-BT’s performance degrades when (1) there are a large number of neighbor
nodes in the vicinity of the sender’ or (2) wake-ups become more frequent (e.g., due to a higher traffic
load). STEM’s wake-up procedure, however, is relatively inexpensive and does not greatly increase energy
consumption as the size of the sender’s neighborhood increases.

The second observation is that STEM’s steady-state monitoring process is relatively expensive when
compared to STEM-BT. Since T,,; is proportional to Ty and T4, it can be large for sensor networks which

tend to have a relatively low bitrate (e.g., 19.2 kbps for Mica2 Motes [11]). All nodes in the network must

Twi

74— fraction of the time idly listening even if there is no network traffic. In STEM-BT, T,; is

spend
significantly smaller since it is only long enough to detect if a busy tone is being emitted. In STEM-BT, T,,;
is independent of the size of FILTER and FILTER-ACK packets. Thus, the monitoring process in STEM-BT
uses much less energy than STEM. For example, as we will see in Section 3.2.7, T,,; is about 80 times larger

for STEM than for STEM-BT for our experimental parameters. Thus, when the traffic load is low in a

network, STEM-BT is more energy efficient than STEM because of its low monitoring costs.

8We assume the idle listening power and receiving power are about the same.
7"Many applications assume that sensor networks can be rather dense for reasons such as increased reliability, connectivity,
and adequate sensing coverage.
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3.2.5 Proposed Protocol: STEM-H (Figure 3.7)

Based on the discussion in Section 3.2.4, we see that STEM’s energy consumption can be improved by
reducing the monitoring costs while retaining its relatively low wake-up cost. Thus, we propose STEM-H
(STEM-Hybrid) which combines aspects of STEM and STEM-BT to create a protocol more energy efficient
than STEM. The basic idea of STEM-H is to only idly listen long enough to carrier sense whether the
wake-up channel is busy during the monitoring phase. This detection time is relatively small (e.g., similar to
STEM-BT). When the wake-up channel is carrier sensed busy, then the monitoring node leaves its wake-up

radio on to receive and decode a FILTER packet.

Sending Protocol The sending protocol is identical to STEM’s, described in Section 3.2.2. The only

difference is the length of T, which guarantees sufficient overlap with STEM-H’s monitoring protocol.

Monitoring Protocol For STEM-H’s monitoring state, nodes only wake up long enough to carrier sense
whether the wake-up channel is busy or idle. This differs from STEM’s monitoring protocol, where nodes
wake up long enough to receive FILTER packets and send FILTER-ACKs. STEM-H’s monitoring protocol
has two phases. In the first phase, nodes sleep for T,s time. In the second phase, nodes wake up and
periodically carrier sense the wake-up channel, then return to the first phase. This is shown in Figure 3.7,
where in between phase one periods of length T, nodes probe the wake-up channel multiple times. During
the second phase, if the wake-up channel is detected as busy, a node stays on to receive the next FILTER and,
if necessary, send a FILTER-ACK. Like STEM, nodes reply with a FILTER-ACK if the FILTER is for them.
Otherwise, the node returns to its regular monitoring state. Once the FILTER/FILTER-ACK handshake
occurs, nodes follow the same procedure for turning on their data radios as described in Section 3.2.2. They
also follow the same protocol for returning their data radios to sleep. It is important to note that in STEM-H,
Twi, the carrier sensing time when probing the wake-up channel, is comparable to that of STEM-BT since
only a binary decision on the channel status is necessary. STEM, on the other hand, requires a much longer

T.i because it must completely decode packets during its idle listening period on the wake-up channel.

Discussion STEM-H improves the energy consumption of STEM by reducing the monitoring process cost
while keeping the benefits from the relatively inexpensive wake-up process discussed in Section 3.2.4. As
we see in Section 3.2.7, STEM-H does no worse than STEM, in terms of energy consumption, and in most
environments does significantly better. This is true even with substantial degradation from false positive
detection on the wake-up channel. Intuitively, even if every carrier sensing period results in a false positive

for STEM-H, monitoring nodes will stay on, in this worst case, about as long as STEM’s idle listening period.
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3.2.6 Proposed Protocol: STEM-BT2 (Figure 3.8)

From Section 3.2.4, we see that STEM-BT’s energy consumption can be improved by reducing the wake-up
cost while retaining its relatively low monitoring cost. Thus, we propose STEM-BT?2 to augment STEM-BT’s
wake-up protocol with data channel probing for improved energy efficiency. The basic idea of STEM-BT2
is to perform the same wake-up protocol as STEM-BT while avoiding excessive idle listening on the data
channel while waiting for the FILTER packet to be sent. Rather than turning on the data radio and doing
continuous idle listening like STEM-BT, STEM-BT2 will periodically carrier sense the data channel to detect
whether it is busy or not. When the data channel is detected busy, then STEM-BT2 remains on to receive
the FILTER packet like STEM-BT.

Sending Protocol The sending protocol is nearly identical to that of STEM-BT described in Section 3.2.3.
The only difference is that two FILTER packets are sent on the data channel rather than one. The first
FILTER packet is a “dummy” packet that allows probing nodes to detect the channel as busy and the second

packet is the one that actually gets decoded.

Monitoring Protocol The monitoring cycle is the same as STEM-BT. The difference in STEM-BT and
STEM-BT?2 is the reaction after a monitoring node detects a wake-up channel busy tone. STEM-BT’s
protocol is described in Section 3.2.3. STEM-BT2 reacts by turning on its data radio and carrier sensing for
Twi time.® If the data channel is detected as busy, the data radio remains on in anticipation of receiving a
FILTER packet. If the data channel is detected as idle, the data radio returns to sleep for T, > time before
attempting to sense again. This cycle continues until either the channel is detected busy or a timeout occurs.

Once the FILTER packet has been received, nodes behave the same as in STEM-BT. The intended
receiver, as specified by the FILTER packet, remains on while all other nodes return their data radios to
sleep. The sender and receiver return their data radios to sleep when the data channel has been idle for Ty,

time.

Discussion STEM-BT?2 improves the energy consumption of STEM-BT by reducing the cost of the expen-
sive wake-up process while maintaining the benefits from the relatively inexpensive steady-state monitoring
process discussed in Section 3.2.4. As we see in Section 3.2.7, STEM-BT?2 rarely does worse than STEM-BT,
in terms of energy consumption, and in most environments does significantly better. This is true even with

significant degradation due to false positives (i.e., carrier sensing the channel busy when it is idle) being

8More generally, the carrier sensing time for the data radio and wake-up radio can be Ty;2 and T, respectively, where
Twiz 7é Twi-
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Figure 3.9: Energy consumption of the protocols. Figure 3.10: Latency of the protocols.

detected on the data channel. Intuitively, in the worst case, where every carrier sensing period on the data
radio detects the channel as busy, STEM-BT2 will behave identical to STEM-BT except that it sends two
FILTER packets instead of one. Thus, in this case, STEM-BT2 uses extra energy to transmit the extra
FILTER packet, but otherwise behaves the same as STEM-BT.

3.2.7 Brief Presentation of Simulation Results

To test the protocols from Section 3.2.1, we implemented them by modifying the 802.11 MAC and physical
layer code in ns-2 [79]. Additionally, we did analysis on the expected energy consumed by each of the four
protocols, which is presented in [81]. By default, we use T,,s = 100ms and, for STEM-BT, STEM-H, and
STEM-BT?2, we set T,,; = 1 ms [82]. From Figure 3.9 and Figure 3.10, we see that STEM-H greatly reduces
the energy consumption of STEM with a rather small increase in latency. However, STEM-BT2’s gains over
STEM-BT are rather disappointing, especially considering that they come at the cost of increased latency.
Though, in Figure 3.11, we show that STEM-BT and STEM-BT are are more susceptible to false positives
than STEM and STEM-H and, thus, maybe be less desirable in environments with high levels of interference

(e.g., a factory).

3.3 Summary

In this chapter, we have proposed and demonstrated two methods of cross-layer design where the link
layer takes advantage of carrier sensing at the physical layer to reduce the energy consumption of power
save protocols. The first technique, discussed in Section 3.1.2 and Section 3.2.1, is to use carrier sensing to
significantly reduce the energy spent listening for wake-up signals. We have demonstrated how this technique

can be applied to both a synchronous and an out-of-band power save protocol (IEEE 802.11 PSM [30] and
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Figure 3.11: Effects of false positives on protocols.

STEM [1, 2], respectively). This technique is particularly beneficial when traffic is light and, most of the
time, no packets need to be advertised.

The second technique, described in Section 3.1.3, allows nodes to dynamically extend their advertisement
window as long as advertisements continue to be sent and their neighbors remain on. When no packets have
been carrier sensed for a sufficiently long time, a node can either return to sleep or wait for the data phase
to begin. This technique helps maintain small advertisement windows even when there are few packets to

send, while still allowing larger advertisement windows when traffic is heavier.
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Chapter 4

Cross-Layer Protocol Design at the
Link Layer and Routing Layer

Many previous energy-efficient routing protocols [83-85] focused mainly on using routes with nodes that
have more remaining battery life to avoid exhausting nodes as much as possible. However, only recently
have routing protocols emerged that are explicitly designed for nodes using power save [27,51]. Like this
latter class of protocols we propose a routing protocol with a cross-layer design that considers the underlying
power save protocols when making decisions.

In particular, we design a cross-layer routing protocol for networks that use multiple levels of power save
protocols. Each level of power save provides a different energy-latency tradeoff (i.e., a level with a lower
latency requires more energy). We note that this paradigm is a generalization of the environment in [27,51]
where only two levels of power save are assumed (i.e., (1) not using any power save and (2) using 802.11
PSM). By using the knowledge of multiple levels of power save protocols at the routing layer, we believe this
will allow applications (e.g., sensor reports) to achieve an acceptable latency while reducing the network-
wise energy consumption. In this chapter, we describe a routing protocol with such a cross-layer design. In
Section 4.1, we give an overview of the protocol we plan to simulate. In Section 4.2, we discuss future work

we plan to do for this part of our thesis.

4.1 Multi-Level Power Save Routing

In this chapter, we discuss an approach for cross-layer enhancements for power save at the routing and
MAC layer. By incorporating the routing layer in the power save process, we believe that the energy-latency
tradeoff can be better adapted to fit the needs of an application. For example, consider the scenario where

data packets are being sent from A to C via the route A — B — C. Using network layer information, we
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can design power save protocols to consider the whole route. In pure MAC-based approaches, the power
save protocol would run independently at links A — B and B — C.

We propose viewing the problem as a multilevel design problem. The idea of using multilevel design to
achieve acceptable tradeoffs is prevalent in computer science (see [86] and references therein). For example,
in computer architecture, accessing cache is much faster than main memory. However, main memory is
cheaper in terms of cost per byte and is capable of storing much more data.

It is important to note that a number of different power save strategies could be employed at each of
the levels. An example of a protocol which uses this technique is found in [27]. In this paper, there are two
levels with nodes on the active route remaining in an “always on” state while all other nodes enter 802.11
PSM. The set of nodes on active routes is determined by which nodes have received route-reply (RREP)
messages or forwarded data recently. When a node has done neither of these activities recently, it returns to
the inactive state. However, the work in [27] does not generalize to the notion of multilevel wake-up, instead
concentrating on one specific case of this idea. Our proposition is to investigate the range of protocols which

can apply this multilevel technique.

4.1.1 Link Layer Multilevel Power Save Protocols

First, we need to specify how the link layer power save protocols can be designed to provide k levels of
power save, each with different energy-latency characteristics. Many power save protocols can be adapted
to achieve this. The one we plan to test initially is 802.11 PSM, which is described in detail in Chapter 2.
The 802.11 PSM protocol can be adapted to provide K levels of power save by changing how frequently
a node wakes up to listen during an ATIM window based on its current power save level. We denote these
k power save levels as PSp,...,PS;_1. Without loss of generality, we assume that P Sg corresponds to the
“always on” state and P Sg_1 uses the least amount of energy, but has the highest latency. In PSq, the
nodes never sleep and, thus, can receive a packet with the lowest latency, but also consume the most energy.
The next level, PS; corresponds to the standard implementation of 802.11 PSM. That is, when a node is
not sending or receiving any packets, it wakes up for every ATIM window and sleeps for the remainder of
the beacon interval. In P Sy, nodes only wake up every other ATIM window. This allows them to save about
twice as much energy as the nodes in level P S; while also doubling the latency to send or receive a packet.
Because we want to ensure that every node has their ATIM overlap with every other node periodically, we
increase the sleep time for each level by a factor of two. Thus, to calculate the beacon interval for level P S;,

we have:

Bl;, = 271 x Blyyse , wheni>0 (4.1)
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Figure 4.1: Multilevel power save with 802.11 PSM [30].

where Bl; is the beacon interval for the i-th power save level and Bl is the base beacon interval specified
for the system (i.e., Bl = Blpgse).

The largest possible beacon interval, Bly_j, serves as the reference point for all of the nodes to ensure
that they remain in phase. That is, the first ATTM window for which a node awakes in a cycle must always
occur at the beginning of one of these reference point beacon intervals that are spaced Bli_1 time units
apart. Since we assume that the nodes are synchronized, each node is initialized with the time of the previous
reference point. Alternatively, if a node is added to the network later, it can learn the time of the previous
reference point from older nodes in the network, along with the ATIM window size, Blygse, and the number
of power levels the network is using. This guarantees the given two nodes, one with PS; and the other with
power level PS; where i < j, then the node with PS; will be awake during every ATIM interval that the
node with PS; is awake since Bl; is divisible by Bl,;.

Figure 4.1 illustrates the multilevel link layer protocol with 802.11 PSM and k = 4. In this figure, AW
corresponds to the ATIM window size and we only show the case in which no traffic is being sent. The
beacon intervals of the four power save levels are: Blg =0, Bl; =t; —tg, Bl =t; — tg, and Bl = t4 — to.
The reference points in this example are at to and t4.

This is just one example of how a power save protocol can be modified to achieve multiple levels with
different energy-latency tradeoffs. Other examples include adjusting the time between listening periods in
protocols such as STEM [1,2] and B-MAC [16]. Nodes using a longer sleeping time between listening periods
would save more energy, but require a longer latency to be awakened by neighbors. Additionally, it may be

possible to use different protocols on different levels so long as the protocols do not conflict with each other.
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4.1.2 Multilevel Power Save Routing Protocol

In this section, we propose an on-demand protocol that can be used in conjunction with the multilevel
power save protocols described in Section 4.1.1. We choose to use an on-demand protocol because this
allows a source node to compare the path metrics for multiple paths to the destination at the time of
route discovery. With a proactive protocol, keeping track of multiple paths to each destination could be
prohibitively expensive in terms of storage when traffic is relatively light in the network. In this section,
we discuss five aspects of the routing protocol: (1) route discovery, (2) the link cost metric, (3) energy load

balancing, (4) maintaining soft timers for flows, and (5) tracking the power save levels of neighbors.

Route Discovery The first aspect of an on-demand routing protocol is the route discovery. Obviously
power save affects a broadcast flooding route discovery procedure since the route request will take longer
to propagate throughout the network. In Chapter 5, we look more generally at the problem of broadcast
dissemination in power save networks and propose a protocol that allows an energy-latency tradeoff. We

believe the ideas from Chapter 5 can be used for route discovery.

Link Cost Metric Our goal in choosing a link cost metric is to select paths that have an acceptable
power save-induced delay while reducing the number of nodes using high power states as much as possible.
From a latency perspective, the application specifies a value, L, which is the maximum end-to-end latency
increase from power save that it is willing to accept. We note that we only address the latency increase
from power save protocols in this work. In particular, increased latency from sources such as queuing delay,
contention, and processing/aggregation delay are not addressed in this metric. We believe that the vast
amounts of Quality-of-Service (QoS) protocols that have been proposed to address these delays could be
used to compliment our protocol.

The L metric could be specified in terms of worst-case latency, average-case latency, or some other
statistical definition. We assume the node j is using the k;-th power level. Thus, PS;; to denotes its power
save level and Bly; is the length of its beacon interval. Thus, for a path of n nodes, the worst-case latency,

our protocol considers the route for use if:

Bl;, +Blg, +---+Bl;, <L (4.2)

and if the average-case latency is used, we seek routes such that:

(B|k1+B|k2—|—"'+B|kn)<L (4.3)

N =
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assuming that the transmission time of a given packet follows a uniform distribution with respect to the
sleep schedule of its upstream neighbor.

As mentioned early, we use a source routing on-demand protocol (e.g., DSR [57]). In the route request
packet (RREQ), each node adds its current power save state to the RREQ before forwarding it. We disable
any form of caching since this exacerbates the problem of stale information about the current power save
levels on a route. When the destination of the RREQ receives the packet, it sends a route reply (RREP) if

either:
1. Tt is the first RREQ it has received for a given source ID and sequence number pair.

2. It is the first RREQ for the source ID and sequence number pair with a power save latency less than

L.

3. Let |42 be the largest current latency for the route discovery that is less than L and hg; be the

max

hop count for that path. Let I, be the latency in the current RREQ and hc;_ = be the hop count for

cur

the path in the current RREQ. Then, the destination will reply with a RREP if (1) leyr = lnaz and

hc; < hClmaz or (2) lewr < lmaz-

cur

When the source of the RREQ receives these RREP s, it chooses the path with the highest latency that
is less than L. If two paths are tied in this metric, then the protocol prefers routes with the lowest hop
count.? In every data packet a node sends out on a chosen path, it piggybacks two values. The first is the
P S,.az, the highest latency power save level that is acceptable for nodes on the route. The second value is a
timeout value that intermediate nodes on the route can use to set their soft timers, as discussed below. If no
paths are found with a power save latency less than L for some specified amount of time, then the PS4,
value is sent along the path with the lowest hop count. If a node that receives a data packet with a PS4,
value that is greater than its current power save, then it remains in its current power save state state since
it is shared with other flows that require a smaller latency. Nodes with a higher power save level transition
to P Syu4e to reduce the latency of the path to an acceptable level for the source node. The source node
chooses PS,,,4z such that n x Blpg

< L for the worst-case latency or n x %BI PS < L for the average

max max

case latency.

Energy Load Balancing As in previous work [83-85], it is still a concern that certain nodes that are
chosen to have a high energy power save state early may end up receiving a disproportionate amount of

the network’s traffic because they have a favorable metric. To address this, we propose that higher energy

1We note that other metrics such expected number of transmissions or packet loss [87] could be used instead.
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Figure 4.2: Patching a route in multilevel power save.

nodes periodically attempt to “patch” their place on the route with another node with a power level less
than or equal to it that can be reached by both its upstream and downstream neighbors on the route. A
node could attempt this procedure when its residual energy falls below a specified level or when its recent
energy consumption rate exceeds a certain level.

To do this, the node desiring the patch, say P, broadcasts a message that is received by both its upstream
and downstream neighbors (nbr,,;, and Nbrge.., respectively) asking them each to broadcast a packet to test
which nodes are neighbors to both nbr,, and nbrgu.,. This packet also includes the P’s residual energy.
Any node that receives both the packet broadcast by nbr,, and nbrgs,, and has more residual energy that
P is a candidate to replace P on the path. Such nodes respond to P and then P can select the node with
the highest remaining residual energy. Standard techniques such as choosing a backoff interval proportional
to a node’s residual energy can be used to ensure that nodes with a higher residual energy reply first.

The process of patching a route is shown in Figure 4.2. Here, we assume traffic is being sent along the
route A — B — C and that B wants to try to remove itself from the path. Thus, B sends out a broadcast
indicating that it wants to try to patch the route between A and C. In turn, A and C broadcast a packet
to help other nodes determine their reachability. In this example, N1, N2, and N3 cannot take B’s place
because they do not have both A and C as neighbors. The only two candidates to take B’s place are Ny
and Ns, since both are neighbors of both A and C. In order for N5 to take B’s place, it would be necessary
for it to communicate this to B via A and/or C. This is in contrast to N4, which can communicate with B
directly. In order for N4 or Ns to take B’s place on the route, they need to have more residual energy than
B.

If a node is part of multiple, disjoint routes, it can still attempt this patch procedure incrementally by

applying it to the path which requires the highest power save level until an acceptable level is reached. We
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note that in this scenario, a node may also need to account for the rate at which traffic is being forwarded
on a given path since flows which require a lower energy power save level, say f;,,,, may still cause the node
to consume more energy than a flow that requires a higher power save level, say Tpign, if the o, is sending
at a higher rate that Fsign. Another issue is instability in the route if two neighbors attempt to patch their
place on the route simultaneously. If a node hears a patch request from one of its neighbors, it defers from

issuing a patch request until the current one is resolved or a timeout occurs.

Soft Timers for Flows Each node must set a soft timer for each flow for which it forwards packets so
that it can revert to lower energy states whenever that flow ceases or the route fails. Because the interarrival
time for the packets on a flow is highly application dependent, in the spirit of the cross-layer nature of our
work, we propose letting the application specify this timeout value and piggybacking it on data packets sent
by the flow, as mentioned above. Whenever a flow times out or explicitly indicates that it will no longer use
the route, the node transitions into the lowest energy power save state that is still acceptable to the flows
which continue to use that node on their route, as indicated by the P S,,,, values being piggybacked by each

flow.

Tracking Neighbors’ Current Power Save States The final aspect of our routing protocol that we
address is how nodes maintain which power save level their neighbors are currently using. This is necessary
so that a node can wake up its neighbors with the lowest latency possible. A node can piggyback information
about its current power save state in each packet it sends and neighbors can cache this information. In the
situation where a node attempts to contact a neighbor at the neighbor’s assumed power (e.g., the neighbor
is assumed to be in the power save state with Bl;, but in reality has transitioned to Bl;, where BIl; > Bl,),
then the node can fall back to using the Bl of the power save state with the lowest possible energy (i.e.,
Bl;_1). If it is still unable to contact the neighbor, the link can be considered to have failed. We note that

this is similar to the scheme used in [27] for two-level power save routing.

4.2 Future Work

As future work, we plan to simulate and test the routing and link layer protocol we have described in this
chapter. Of course, the protocols may always be subject to modification as issues arise in the simulation.
Additionally, we plan to integrate the power save techniques described in Section 3.1 with the multilevel
power save protocol from this section to demonstrate a cross-layer approach that spans the physical, routing,

and link layers. Other work that we may do, time permitting, includes adapting the broadcast techniques
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from Chapter 5 to the route discovery process and simulating other multilevel power save protocols besides

802.11 PSM.
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Chapter 5

The Effects of Energy-Saving on
Multihop Broadcasts

Note: The research in this chapter is joint work done with Cigdem Sengul and Indranil Gupta. This proposal
and thesis only focuses on the part of the work on which I made significant contributions in terms of ideas,

simulations, and testing.

In Chapter 3 and Chapter 4, we have proposed cross-layer design techniques for energy-saving protocols.
In this chapter and Chapter 6, we investigate how energy-saving can affect upper layers. Cross-layer effects
are a reality in any network which uses power save protocols. Thus, it is important to characterize the
tradeoffs associated with these cross-layer effects.

In this chapter, we focus on energy-saving effects on the propagation of information via multihop broad-
cast. Multihop broadcast is used in many wireless network applications. Some common uses of multihop
broadcast include discovering routing paths, sinks querying sensors for data, and distributing code updates
throughout the network. With respect to broadcast, power save protocols generally expose two options to
the network administrator. First, if no power save is used, then the broadcast can achieve a relatively low
latency, but at the expense of large energy costs to listen for broadcasts. The second option is to use the
power save protocol, which conserves much less energy than the first option, but has a high latency that may
be unacceptable to some applications. In our work, we propose a lightweight mechanism to augment existing
power save protocols. The utility of this mechanism is twofold: (1) it allows us to investigate the tradeoffs
possible in the energy-latency-reliability domain and (2) it gives network administrators adjustable knobs to
obtain a wider range of performance possibilities than are achievable with the two options currently offered

by power save protocols. To this end, we propose PBBF, Probability-Based Broadcast Forwarding.
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5.1 Probability-Based Broadcast Forwarding

We propose Probability-Based Broadcast Forwarding (PBBF) that can be used in conjunction with any

power save protocol that has the following characteristics:
1. Nodes are scheduled to sleep at certain times.

2. There is some mechanism by which all of a node’s neighbors will be awake at the same time to receive

a broadcast.

While we focus on a synchronous protocol in this paper, asynchronous and out-of-band protocols with these
characteristics could also use PBBF. For example, in an out-of-band protocol, nodes could be scheduled
to sleep in between epochs when they sample the out-of-band channel for a wake-up signal. Then, for
broadcasts, a node could wake up all of its neighbors by transmitting a wake-up signal long enough that
each of its neighbors has time to detect it. For deterministic asynchronous protocols, the nodes would be
scheduled to sleep in certain slots and there could be one common slot scheduled at certain times.

For concreteness in this work, we use IEEE 802.11 PSM [30] as the base protocol to demonstrate PBBF.
While 802.11 PSM may not be directly applicable to sensor networks, it has the most complete specification
of any of the power save protocols. Particularly relevant to this work is the fact that 802.11 PSM, unlike many
power save protocols, specifies a protocol for broadcast. Additionally, some protocols designed specifically
for sensors, such as S-MAC [42], are very similar to IEEE 802.11 and use many of its mechanisms.

The goal of PBBF is to achieve a specified reliability, with high probability, while allowing a wide-range
of tradeoffs in terms of energy and latency. Specifically, we focus on two definitions of reliability in this work:
(1) the average fraction of nodes that receive a broadcast and (2) the average fraction of broadcasts received
by a node.

PBBF introduces two new parameters to a power save protocol: p and . The first parameter, p, is
the probability that a node rebroadcasts a packet in the current active time despite the fact that not all
neighbors may be awake to receive the broadcast. The second parameter, (, represents the probability that
a node remains on after the active time when it normally would sleep.

Figure 5.1 shows pseudo-code of changes to any sleep scheduling protocol required for PBBF. The original
sleep scheduling protocol is a special case of PBBF with p = 0 and g = 0. The always-on mode (i.e., no
active-sleep cycles) can be approximated by setting p = 1 and ¢ = 1. PBBF may be slightly different than
always-on in this case. For example, in synchronous protocols, there may still be byte overhead (e.g., sending
advertisements) and temporal overhead (i.e., PBBF cannot send data packets during the advertisement

window).
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SLEEP-DECISION-HANDLER()
/* Called at the end of active time */
/* If stayOn is true, remain on; otherwise sleep*/
stayOn ~ false

then
stayOn ~ true
else if UNIFORM-RAND(0,1) <q

1

2

3

4

5 if DataTo0Send = true or DataT oRecv = true
6

7

8

9 then stayOn —~ true

RECEIVE-BROADCAST(pkt)

1 /* Called when broadcast packet pkt is received */
2 if UNIFORM-RAND(0,1) <p

3 then SEND(pkt)

4 else ENQUEUE(nextP ktQueue, pkt)

Figure 5.1: Pseudo-code for PBBF.

Intuitively, we can see that the p and q parameters will have the following effects.
Energy: As ( increases, energy increases. Changing p has a negligible effect on energy.

Latency: As ( increases, latency decreases, provided that p > 0. As p increases, latency decreases, provided

that g > 0.

Reliability: As ( increases, reliability increases, provided that p > 0. As p increases, reliability decreases,

provided that q < 1.

In the subsequent sections, we investigate these interactions more thoroughly.

5.2 Brief Presentation of Simulation Results

To explore PBBF, we simulated it in two different ways. First, we used a grid topology with ideal MAC
and physical layers. This allows us to observe some fundamental aspects of the protocol behavior without
second-order effects such as collisions and irregular topologies. The second method of simulation was to test
the protocol with a code distribution application in ns-2 with uniformly random topologies. This allows us
to explore how PBBF can be used with an application in a more realistic setting. In both sets of simulations,
there is one source which periodically transmits broadcasts. In this proposal, we only present a brief overview
of the results from the ideal simulator.

In Figure 5.2, we show how the reliability increases as the values of p and @ increase (e.g., PBBF-0.5

refers to PBBF with p = 0.5). The key aspect of this figure is that PBBF demonstrates a threshold behavior
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Figure 5.4: Average per-hop update latency. bility

as is seen with connectivity in percolation theory. In Figure 5.3, we see the relationship between energy as
a function of q. Figure 5.4 shows the latency for various p and q combinations. By combining the data from
Figure 5.3 and Figure 5.4, we are able to see the achievable tradeoff between energy and latency for a given
reliability in Figure 5.5. This demonstrates the wide-range of energy-latency tradeoffs for broadcast made

possible by PBBF.

5.3 Summary

In this chapter, we have looked at some of the cross-layer effects of using an energy-saving protocol in the
context of multihop data dissemination via broadcast. We have designed a lightweight protocol to augment
many types of existing power save protocols that allows a tradeoff in terms of energy, latency, and reliability
for multihop broadcasts. This allows network administrators more control over the cross-layer effects from

energy saving.
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Chapter 6

The Effects of Energy-Saving on
Symmetric Key Distribution

An important aspect of sensor network security is key establishment. Using secure keys is the foundation of
many other aspects of security such as encryption for confidentiality and message authentication for integrity.
Certain properties of sensor networks make the key establishment problem unique compared to protocols for

other types of networks:

e Sensors are resource constrained: The sensors are generally assumed to be small devices that are barely
noticeable in most environments. This implies that resources such as memory, computation power,
and transmission rates are much more constrained than in desktops and laptops. As an example, Mica
Motes [11] have a CPU speed of 4 MHz, a few hundred kilobytes of memory, and a bitrate of 19.2 kbps.
From a security perspective, this means that symmetric keys are preferable to asymmetric keys and,

ideally, only a small portion of memory is devoted to key material [5,69,70,73,75].

e Packets are broadcast over the air: This is true for wireless networks of all types and means that it is
much easier for an adversary to tap into a device’s communication channel. Thus, it is assumed that

an attacker can overhear any packet transmitted in its vicinity.

e Deployment may be large in scale: Future networks may be on the order of thousands of sensors. Thus,

it is preferable to localize key establishment as much as possible.

e Topology may be uncontrolled: It is envisaged that sensor networks may, for example, be tossed out
of an airplane to monitor an area. In such a case, it is impossible to know in advance which specific
sensors will be neighbors in the network. Thus, it is conceivable that a device is equally likely to be

neighbors with any of the N sensors being deployed. If a sensor wishes to share a secret key with
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each of its neighbors, it needs to store N — 1 in memory, creating a scalability problem given the small

memory size of the sensors and the potentially large scale of the network.

e Deployment may be in hostile territory: Sensors may be used to monitor enemy areas, therefore it is
possible that an adversary may be able to populate the network with a significant number of its own

devices.

e Planned incremental additions maybe desired: Sensor networks may be long-lived and require the
owner to deploy new sensors as older ones fail (whether maliciously or due to battery exhaustion).
Additionally, it may be desirable for an owner to occasionally “upgrade” the network by increasing
the density of the sensors to get better sensing coverage. In this work, we assume that incremental

additions are relatively rare events that can be planned reasonably well in advance.

Given these properties, we design a key establishment protocol based on symmetric cryptography that can
scale to hundreds or thousands of sensors without any prior knowledge of sensor locations and demonstrate
resilience to the threat model described in Section 6.1.2. In this paper, we focus on distributing pairwise keys
between one-hop neighbors in a sensor network. Pairwise keys are important in sensor networks for a couple
of reasons. First, when sensors are sending their data to a sink, it allows secure aggregation of data at each
hop since a sensor shares a secret key with each of its children as well as its parent. Second, pairwise keys can
be used to authenticate a hash chain commitment that can then be used to do, for example, authenticated
broadcasts [88]. Additionally, we are interesting in the cross-layer effects that arise from using the protocol
as a result of energy-saving. Specifically, we investigate the tradeoffs that occur in terms of energy and
security for the protocol.

The design space for pairwise key distribution lies between two extremes. On one end, each sensor could
be loaded with N — 1 keys prior to deployment such that it shares a secret key with every other sensor in the
network. This scheme offers the most security since no information about the keys is ever broadcast and a
compromised sensor gives an attacker no information about keys being used by other sensor pairs. However,
this scheme suffers greatly from a scalability viewpoint since a sensor may need to store thousands of keys,
of which it probably only uses a small subset.

At the other extreme, each sensor is given one key which it shares with every other sensor in the network.
From a scalability viewpoint, this scheme is excellent since a sensor only stores one key regardless of the size
of the network. However, this scheme offers little resilience to an attacker since if one device is compromised,

the communication between every pair of sensors is also compromised.
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The major contributions of this work are as follows. First, we present a novel, distributed protocol that
requires only one key for each one-hop neighbor to be stored in memory after a short initialization phase
and, with high probability, ensures each link in the network shares a unique key. Through analysis, we show
the properties of our protocol and demonstrate that it is feasible within the resource constraints of current
sensor hardware.

Second, we show that diversity of sensor channels and location can be a benefit to sensor network security.
While such diversity has been widely used to improve performance in wireless networks (e.g., increasing
spatial reuse, decreasing bit errors), to our knowledge, this is the first work to apply these concepts to
symmetric key establishment. In particular, we show that the location diversity of randomly deployed
sensors greatly improves resilience to adversarial hardware that is deployed in the same manner. It is also
demonstrated that using only one extra channel during initialization (i.e., using two channels instead of one)
greatly improves security. Finally, we characterize the tradeoff in security and energy that is possible when

power saving is used.

6.1 Background

6.1.1 System Model

We assume that the sensors are deployed such that their locations are distributed uniformly at random in
a desired area. In our model, the network is relatively dense (e.g., more than ten one-hop neighbors per
sensor) so there are multiple neighbors which a sensor can overhear.

Our analysis also assumes a radio model that can be represented by unit disks and that links are sym-
metric; so if A can hear B, then B can also hear A. As part of future work, discussed in Section 6.5, we plan
to implement the protocol do determine the effects of a more realistic physical layer. We assume that the
radio can communicate on multiple, non-interfering channels, but can only listen to or transmit on a single
channel at any given time. For example, devices such as Mica Mote sensors [11] and any 802.11 compliant

hardware [30] can use frequency-division multiple access (FDMA) to achieve this.

6.1.2 Threat Model

In this work, an attacker’s primary objective is to learn the link key that a legitimate pair of sensors is using
for communication. If the attacker is able to learn this key, then the encryption and authentication for the
link is no longer secure. As in previous work [5,69,70,73,75], we consider denial-of-service to be beyond the

scope of this paper. See [89] for a discussion of possible solutions to address such attacks in sensor networks.
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The attacker has two means by which it attempts to learn link keys. The first is by compromising
legitimate sensors and learning all the keying material that is stored on the device. In this case, obviously all
communication with the compromised sensor becomes insecure. However, learning the keying material of the
compromised sensor may also assist the attacker in learning the link keys being used by non-compromised
sensors. In this work, we assume that attackers can compromise sensors any time after deployment. We
note that this is a stronger attack model than is assumed in some key establishment protocols [68] in which
an attacker can only compromise sensors after some initialization time.

The second method by which an attacker may attempt to learn link keys is by listening to the plaintext
keys that are exchanged during the initialization phase as discussed in Section 6.2. Since all the information
needed to reconstruct link keys is broadcast in plaintext at some point during the initialization, the attacker
may be able to reconstruct link keys by eavesdropping.

As in [5], we assume that the hardware that an attacker deploys is similar to the legitimate sensor
hardware in the network. In particular, any radio hardware an attacker uses has a receive threshold equal
to or larger than that of the sensors in the network. That is, for a packet transmitted at a certain power
level, the attacker’s radio cannot receive a packet if it is farther away than the distance that sensors can
receive the packet. As another result of this assumption, the attacker cannot execute wormhole attacks
whereby colluding devices can propagate data across the network via an out-of-band channel. However, we
do consider the effects of an attacker adding more colluding hardware which essentially allows it to listen to

multiple channels simultaneously.

6.1.3 Bloom Filters [3]

In our protocol, we use Bloom filters [3] to communicate sets of keys. In this section, we give a brief
overview of the operation of Bloom filters. For more information, the reader is encouraged to peruse any of
the numerous tutorials or surveys available on the subject (e.g., [90]).

Each sensor is preloaded with the same h one-way hash functions [91], H%}F, HéF, e HgF.l Given
an input, each of these hash functions maps an object to a value between 1 and S according to a uniform
distribution. The Bloom filter is a bit vector of S bits. Initially, every bit is set to 0. Given an object, Vv;,
it is placed in the filter by setting the bits HE x(v;), H& 5 (V;), ..., HE - (v;) to 1. Thus, for each object (say,
i =1 to n) added to the filter, up to h bits are set to 1. After receiving a Bloom filter, a sensor can check
to see if an object, V;, is in the filter by testing if the bits H: . (v;), H3 1 (V;), ..., H}(v;) are all set to 1.

If this test is true, then the object is considered to be in the filter. False positives occur when each of the h

1A one-way function, H, is one that is easy to compute (i.e., given object x, H(z) can be computed in polynomial time),
but hard to invert (i.e., given H(x), no polynomial time algorithm exists to find y such that H(y) = H(z)).
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Figure 6.1: An example Merkle tree [4] for four objects: v1,Vz, Vs, V4. The leaf nodes are generated by doing
a one-way hash, Hjs, on the corresponding object. The interior nodes are generated by doing a one-way
hash, Hjs, on a concatenation of the children of a node.

values for an object, V;, maps to a bit that was set to 1 by the hash function for some object other than v;.
In [92], we investigate what values of h and s are appropriate for our scheme to avoid false positives with
high probability. However, our scheme is designed to be robust against occasional false positives as described

in Section 6.2.5.

6.1.4 Merkle Trees [4]

Another cryptographic primitive used in our protocol is Merkle trees [4]. We use Merkle trees to provide
authentication that the set of keys being broadcast by a sensor was generated by a trusted source prior to
deployment.

Assume that a trusted source has m objects that it wishes to distribute among untrusted sensors. The
goal of a Merkle tree is that when a sensor claims to have a certain object, the value of that object can be
authenticated without contacting the trusted source. To do this, the trusted source generates the Merkle
tree for the objects prior to deployment and then loads each sensor with the root of the tree as well as the
lg m interior nodes of the tree needed to verify the authenticity of each object distributed to the sensor.

In Figure 6.1, we give an example of how a Merkle tree is generated for four objects: v1, Va2, Vs, V4. First,
each leaf node of the tree is generated by hashing one of the objects. For example, C = Hjs(v1), where Hjy is
a one-way hash function [91]. Each of the interior nodes of the tree is generated by hashing a concatenation of
the node’s left and right child. For example, B = Hj/(E||F). This continues until the root, R, is generated.

Each sensor that wishes to later verify the authenticity of objects is loaded with R by the trusted source.
As an example, consider a sensor that is given object Vo by the trusted source. The sensor is then also

loaded with the values necessary to authenticate vz (i.e., C and B). When the sensor wishes to verify the
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Table 6.1: Protocol Notation

Notation Description
c Number of non-interfering channels available
a Number of keys broadcast by each sensor during initialization
A Maximum number of advertisement keys from any one of a sensor’s neighbors
Yy Cumulative number of keys a sensor includes in its advertisement from neighbors
n Minimum number of advertised keys a sensor must share with a neighboring sensor to
engage in communication
h Number of hash functions per Bloom filter
S Size of the Bloom filter (bits)

authenticity of Vo, it can do so by transmitting v, along with the values of C and B. With these values, any

sensor that knows R can verify the authenticity of v, by checking that R = Hy; (Ha (Cl|Har(v2))]|B)-

6.2 Protocol Description

6.2.1 Overview

We begin with a brief overview of the details that are presented in Section 6.2.2 through 6.2.4. Table 6.1
provides a key for the notation used in this section.

Prior to deployment, sensors are loaded with a unique, non-overlapping set of 0 keys by a trusted source.
Unlike previous work [69,70], this set of keys is known only to that sensor and not part of a larger shared pool
of keys. Along with these keys, the sensors are loaded with the Merkle tree nodes necessary to authenticate
the Bloom filter of their o keys (as discussed in Section 6.2.2, the actual keys could be authenticated rather
than the Bloom filter at the cost of increased overhead).

The sensors are then deployed uniformly at random over a given area. On a common channel, each sensor
broadcasts the Bloom filter of the O keys with which it was loaded along with the Merkle values necessary
to authenticate the filter. This allows sensors to verify that future keys received from a given neighbor
were given to that neighbor by the trusted source. In Section 6.2.2, we discuss this aspect of the protocol in
depth as well as how to deal with attacking devices that attempt to rebroadcast legitimate keys and generate
arbitrary keys.

During initialization, sensors switch their radios to a channel chosen uniformly at random and choose a
non-deterministic amount of time to listen to the channel before switching to another channel. Also during
this time, the sensors choose non-deterministic times to broadcast each of its a keys in plaintext. The key
broadcast times are independent of the channel switching times. This procedure continues until all sensors

have had a chance to broadcast all of their keys. Each key is sent on the channel to which the sensor is

48



currently listening at the chosen broadcast time. During this initialization phase, sensors store every key
that they transmit as well as every key that they overhear in broadcasts by their neighbors.

At the end of the initialization phase, all sensors switch their radio to a common channel, and perform
a key discovery phase during which a sensor tries to establish a unique key to communicate with each of
its neighbors. For the discovery phase, each sensor hashes all of its known keys into a Bloom filter and
broadcasts the filter. Every time a sensor overhears a filter, it searches the Bloom filter of its own keys to
determine which keys it has in common with the sender of the overheard filter.

After the key discovery phase, the key establishment phase is performed. During key establishment, a
sensor broadcasts a separate message for each filter it overheard in the key discovery phase. In this message,
the sensor includes a Bloom filter indicating the keys it believes it has in common with the sender of the
original Bloom filter along with a random nonce encrypted by a link key composed of those shared keys. If
the sensor receives a single acknowledgment with a properly encrypted, incremented nonce value, a link key
has been established with that neighbor. This process continues until a sensor has a unique key for each of
its neighbors.

At this point, with high probability, the sensor shares a secret key with each of it neighbors and only
needs to store its link keys, o preloaded keys, and Merkle nodes for authentication. In [92], we discuss
how sensors can be incrementally added after the initial deployment of the network. Now, we describe the

protocol in detail.

6.2.2 Predeployment Phase

In this section, we describe how keys for sensors in the initial deployment are loaded onto each device. In [92],
we discuss how this phase of the protocol can be extended to allow incremental sensor additions after this
initial deployment.

A trusted authority generates O keys per sensor that are loaded on each sensor before deployment. The
keys generated for each sensor are unique to that sensor and not part of some larger key pool as has been
done in previous work [69,70] (i.e., a sensor’s set of keys do not overlap with another sensor’s set of keys).
Once the key sets have been generated for the sensors, the trusted source computes the Bloom filter for
each sensor’s set of keys as described in Section 6.1.3. Finally, the trusted source generates a Merkle tree,
described in Section 6.1.4, as follows. The leaves of this Merkle tree are generated by hashing a concatenation
of the sensor’s ID with the Bloom filter of its keys (discussed in Section 6.2.2), which we denote as BF.

Thus, the Merkle leaf for that sensor is Hys(1D||Has (BF)).2

2We note that if there is some knowledge of a sensor’s post-deployment location prior to deployment, then the techniques
from [93] can be used to reduce the amount of communication required to verify that a sensor’s leaf is legitimate.
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At this point, each sensor is loaded with the a keys that the trusted source generated for that device,
the root of the Merkle tree, and the IgN interior Merkle nodes needed to authenticate the sensor’s Bloom
filter of its keys, where N is the number of sensors deployed. After the sensors are deployed, every sensor
listens to a common channel. During this period, each sensor broadcasts the Bloom filter of its a preloaded
keys along with the lgN Merkle values needed to authenticate its Bloom filter and ID. Every sensor stores
the ID and Bloom filters for each of its neighbors for the duration of the key distribution procedure.

When the key broadcasting begins, a sensor only accepts a key from its neighbor if the key exists in the
Bloom filter associated with the neighbor’s ID. This scheme is vulnerable to two types of attacks. First, an
attacker may try to assume another sensor’s identity by rebroadcasting the packets containing a legitimate
sensor’s ID, Bloom filter, and Merkle values and then rebroadcasting keys that it hears the legitimate sensor
broadcast during key initialization. In Section 6.2.4, we explain why an attacker could benefit from such a
strategy. However, such an attack can be detected if any legitimate sensor overhears a key broadcast twice
claiming to be from the same ID since each key is to be broadcast only once. Alternatively, the malicious
device can be detected if the sensor that is the victim of identity theft overhears the attacker using its keys
and ID. Such detection will happen with high probability in relatively dense sensor networks. It is an area
of future work to quantify the optimal strategy for an attacker to attempt to rebroadcast legitimate packets
while remaining undetected.

The second type of attack is for the malicious devices to generate arbitrary keys which hash to all 1’s in
a legitimate sensor’s Bloom filter. In [92], we analyze the effort required by an attacker to generate these
arbitrary keys and see that somewhere on the order of tens to hundreds of arbitrary keys must be generated,
on average, for an attacker to generate such a key. Also, increasing the size of the Bloom filter can greatly
increase the effort required to generate arbitrary keys.

Another way to combat such an attack is to keep track of the number of keys received from any one
neighbor and alert an authority when the number of keys received exceeds some threshold that may indicate
misbehavior. In applications that require greater immunity to this attack at the expense of storage and
communication overheard, each key could be placed as a leaf in the Merkle tree, resulting in 0 x N leaves for

the tree instead of only N leaves. This would allow each broadcasted key to be authenticated individually.

6.2.3 Initialization Phase

The goal of the initialization phase is that each pair of neighbors knows a unique subset of keys at the end of
the process. The length of the initialization process depends on how large 0 must be to achieve the desired

probability that all links have a unique set of keys and how much contention there is for the channel. We
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Figure 6.2: One-hop neighbors A and B can both overhear broadcasts from C and D. However, C cannot
overhear broadcasts from D and vice versa. E is a one-hop neighbor of A, B, and C.

assume that broadcasts are sent using CSMA /CA to reduce collisions.

Neighbor pairs are expected to share a unique subset of keys because of the channel and spatial diversity
in the network. The primary form of diversity is from the channel switching of the protocol. The only
constraints we make on the channel switching algorithm are: (1) each of a sensor’s a keys are broadcast
during the initialization phase, (2) that each broadcast from a sensor is, on average, overheard by a subset
of d/c neighbors, where d is the expected number of one-hop neighbors of the sensor and ¢ is the number
of channels available, and (3) a different subset of neighbors overhears each of a sensor’s broadcasts, with
high probability. Thus, channel selection gives diversity in the subset of neighbors that overhears each of a
sensor’s key broadcasts.

This is illustrated in Figure 6.2 where E is a one-hop neighbor of A, B, and C. We refer to a key that is
known by both A and B as a shared key. In Section 6.2.4 and Section 6.2.5, we will elaborate on how this
set of shared keys is used to generate a link key for the sensor pair. The link key is the secret symmetric key
that A and B use for secure communication. When C broadcasts a key, there is a (1/¢)? probability that A
and B are both listening to the channel on which C broadcasts. Given that A and B are listening to the
same channel on which C broadcasts, there is a 1 — (1/¢) probability that E is not listening to that channel.
When this occurs, A and B will have a shared key that can be used to secure the link against eavesdropping
by E.

The spatial diversity comes from the fact that two neighbors, say A and B, may overhear broadcasts
from a unique set of common neighbors. Consider the scenario in Figure 6.2 where A and B are one-hop
neighbors that are both within range of C and D. However, C and D are not within range of each other.
Thus, for example, if one of A and B’s shared keys comes from a broadcast by C, then D will not know that
key and, hence, A and B’s link can use the overheard key from C to secure the link from being compromised

by D. Similarly, if one of A and B’s shared keys comes from D’s broadcast, then the link can be made secure
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against eavesdropping by C. Therefore, over the course of several broadcasts, the link between A and B is
expected to eventually be secure against eavesdropping by both C and D with high probability.

Another form of diversity from the wireless channel comes from uncorrelated packet loss. Thus, even if
A, B, and E are all listening to the channel on which C broadcasts a key, E may not correctly receive a
packet that A and B do receive correctly. In this case, A and B learn a key that E does not know. Packet
loss can occur for a couple of reasons. First, it may be lost due to noise and interference degrading the
received signal.

If two sensors do happen to end up in close proximity to each other, our protocol still provides some
security from diversity. There are two cases to consider. The first is when two sensors are close enough to
have the same set of one-hop neighbors, but still are spaced far enough apart to have uncorrelated packet
loss. In this case, the sensors may still receive a different set of keys since they will be switching to different
channels and experiencing different packet losses. The second case is when the sensors are within the
coherence distance of each other. In this case, the diversity in key sets still exists due to the fact that the

sensors are switching to a different set of channels.

6.2.4 Key Discovery Phase

When the initialization phase completes after the specified time, in order to determine a link key, sensors
must discover which keys are known by its neighbors. To reduce communication overheard, we use Bloom
filters [3] to advertise key sets in a compact manner.

In our protocol, a sensor creates a Bloom filter for advertising its keys by including each of the a keys
that it transmitted as well as a subset of the keys it overheard from other sensors’ broadcasts. We denote
the set of keys that a sensor u overheard from other neighbors as K,. Node u will then choose a subset
of size y to advertise in its filter (i.e., y is some predetermined constant that, with high probability, is less
than the expected value of |K,|). Since the sensor knows the source of each of its overheard keys, there is
an upper limit, A, placed on how many keys in this advertised subset come from any one neighbor. This is
done to avoid giving disproportionate influence to any one neighbor in establishing link keys. The sensor
creates its advertisement by placing each of these 0+ Yy keys into a Bloom filter of size S. Thus, to place key
k in the filter, a sensor will set the bits H5(K),HZz(K),...,HE (k) to 1. A sensor will also store the h
values associated with all of the keys that it overheard or transmitted during the initialization phase so that
it can check its key hashes for inclusion in the Bloom filters of its neighbors. Using CSMA/CA the sensors
broadcast their s bit filters.

Upon receiving a filter from one of its neighbors, a sensor checks to determine which subset of keys it
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shares with the sender of the filter. Assume that sensor u overhears an advertisement from sensor V. Node
U checks to see which of its known keys are included in Vv’s filter. For each key that all h associated bits are
set in the filter, u adds the key to the list of keys it potentially shares with v. Because Bloom filters are
susceptible to false positives (but not false negatives), U may add a key to the list that is unknown to v. In
Section 6.2.5, we describe how this list of keys is verified. After a filter has been received from each of u’s
neighbors, it has a list of keys that it believes to be shared with each neighbor. For security, we can require
that a sensor only participates in the key establishment phase with neighbors that share some minimum
number of keys, N, with the sensor. n can be determined based on the expected number of keys a link should
share such that, with high probability, their subset of shared keys is unique. We note that n is similar to the
g value in [70].

Now, u attempts to determine a unique subset of keys that it shares with each neighbor and creates a link
keys that will be used for future communication. The set of keys that sensor u believes it shares with sensor
Vv is denoted as K,,. To attempt to create a shared key with v, u chooses a subset of K,,,, of size 1. It creates
the link key, Ky, as the hash of these n shared keys: Kk, = hash(ki||kz||...||k;), where Ky, Ko, ...k, € Ky,.
Node u will attempt to verify k,, during the key establishment phase described in Section 6.2.5.

If a sensor determines that it does not share at least n keys with some neighbor, then there are a
few options. First, it can choose not to use the link. In a dense network, not being able to use a small
number of links may be acceptable. Alternatively, the sensors can request that the sensors do another
initialization procedure at a later time to attempt to add the links,® though such a technique would require
some authentication mechanism for the request to avoid attackers spuriously sending such requests. Another
option is to use one of the multipath reinforcement mechanisms described in [70] if there is enough trust

among its neighbors to do so.*

6.2.5 Key Establishment Phase

The final phase of the protocol is the key establishment phase. At this point, each sensor should know of a
subset of keys that it believes it shares with each of its neighbors (sometimes this belief may be erroneous
as discussed below). Furthermore, as we show in Section 6.3, with high probability, this subset of keys is
unique to that sensor pair. Each sensor has a list of unique filters received in the key discovery phase. We
refer to this as the filter list. In key establishment phase, a sensor, U, will challenge its neighbor, v, with the

key Ky, that it generated in the previous phase. Specifically, u will send a random nonce, RN, encrypted

3In the event that another link key initialization procedure occurs, sensors that established link keys previously do not
attempt to re-establish a new link key.

4Multipath reinforcement allows a sensor pair, A and B, that do not share 1 keys to use m shared neighbors, nbry, ..., nbrm,
to establish keys if A and B both already share n with each of these m neighbors. See [70] for more details.
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by key Ky, to v along with a Bloom filter containing the hashes for the n keys that compose k,,. We refer
to this packet as a Link Request (LREQ). Thus, LREQ = (V||u|[{RN },,||BF (Kys)), where BF (k) is a
Bloom filter containing the hashes of the keys that compose K,,. We note that the size of BF (ky,) should
be much smaller than the Bloom filters send during the advertisement phase since, typically, N < a + .

When v receives the LREQ, it searches K, to determine if it believes it knows every key in BF (ky,). If v
can decrypt the LREQ correctly using the keys that u used to compose Ky,,? it will reply with a Link Reply
packet (LREP). The form of this packet is LREP = (u||v||[{RN + 1},,). Once u receives the LREP and
verifies that the incremented value of RN is correct, the link key is established and, with high probability,
Kyv is known only to u and v.

It is possible that v is not able to decode u’s LREQ correctly for one of two reasons. First, there could
have been a false positive when u determined its shared keys from v’s advertisement and it used the key
that caused this false positive to compose K,,,. The second reason is that there was a false positive when v
determined the keys that composed K, from the Bloom filter in u’s LREQ. If one of these two event occur,
then v can reply with its own LREQ to u using some different subset of keys that it believes the two sensors
share. If the sensors are unable to agree on a shared key after some specified number of LREQ exchanges,
then then can resort to one of the methods described in the previous section (i.e., do not establish the link,

request another link key initialization procedure, or use multipath reinforcement [70]).

6.3 Brief Presentation of Simulation Results

In addition to simulation, we have also done some analysis on our protocol [92]. In this section, for brevity,
we only give a summary of our simulation results. We simulated our protocol with ns-2 [79]. In each test,
50 sensors are placed uniformly at random such that the density of the network (i.e., the expected number
of one-hop neighbors per sensor) is 10. Each data point is the average of 30 test runs. The default values
used in the simulations for the protocol are: o = 100, y = 100 (i.e., the advertisement size, o + vy, is 200
keys), and n = 10 (i.e., a sensor pair must share at least 10 advertised keys for their link to be considered
“connected”). We set A = @; in future work, we plan to thoroughly investigate the effects of the A parameter.

To implement the channel switching and key broadcasting discussed in Section 6.2.3, we use the following
algorithms. Sensors are assumed to be synchronized and at fixed intervals, all of the sensors switch to a new
channel uniformly at random. Within each fixed interval, if a sensor has not broadcast all of its a keys, it

chooses a time uniformly at random to broadcast one of its remaining keys.

5We assume there are some well-known fields in the encrypted part of the LREQ so that a sensor can verify that it correctly
decrypted the random nonce.
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Figure 6.4: Fraction of links between legitimate
sensors that are secure vs. the number of colluding
attacker sensors.

Figure 6.3: Secure connectivity of legitimate sen-
sors vs. the number of channels.

We set 30% of the sensors, chosen uniformly at random, to be under the control of a malicious entity. In
our experiments, these malicious sensors follow the same protocol as the uncompromised sensors, however,
they collude in their knowledge of plaintext keys learned during the initialization procedure. Thus, collusion
between malicious devices is global; we do not restrict them to being neighbors to share their knowledge.
Thus, the attacker is able to compromise a link between two legitimate sensors if their set of shared keys is
found within the superset of keys known by all the colluding malicious sensors.

In Figure 6.3, we show that by adding just one extra channel (i.e., ¢ = 2), a much larger fraction of
the links in the network are secure from the colluding attacker. We note that these benefits obtained by
using multiple channel diversity are not possible in the Anderson’s work [5], which only uses one channel to
broadcast plaintext keys.

At this point, it is evident that setting ¢ = 2 provides the significant gain in link security (compared to
¢ = 1) while maintaining very high network connectivity (compared to larger values of ¢). Thus, one may
wonder if there is any utility in setting ¢ > 2. To answer this question, we refer the reader to Figure 6.4,
which shows the fraction of connected links between legitimate sensors that are secure against the colluding
malicious devices as a function of the number of such devices in the network. For brevity, we omit a graph
showing the connectivity of the protocol in these settings, but note that the connectivity is greater that 90%
in each of these tests and for ¢ < 7, the connectivity is greater than 99% for each test. Thus, all the values
of ¢ shown in Figure 6.4 provide much higher connectivity than is seen in the results for some other key
predistribution schemes (e.g., [69,70]).

Figure 6.4 shows that having more channels allows the connected links to be more secure against the

colluding malicious devices. In particular, for ¢ = 2, when there are about 15 malicious devices in the
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Figure 6.6: Secure connectivity of legitimate sen-
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Figure 6.5: Average power consumption vs. the
fraction of time legitimate sensors spend sleeping.

network (i.e., 30% of the sensors), some of the links are no longer secure. For ¢ = 3, about 25 malicious
devices, 50% of the sensors, are necessary to start compromising some of the legitimate links. For ¢ = 7 and
¢ = 12, even with 40 malicious devices in the network, virtually all of the links between legitimate sensors
remain secure. We would like to emphasize that this last scenario corresponds to 80% of the sensors in the
network being malicious, which is an extremely hostile setting. Recall that in Anderson’s work [5], only up
to about 8% of the sensors were malicious.

To test the effect on energy-saving on our protocol, at each fixed interval where a sensor switches channels,
it also decides to sleep during the remainder of the interval with probability p. By increasing p, we are able
to to consume less energy during the initialization, however the legitimate sensors will also overhear less
keys. The malicious sensors never sleep, so they can still overhear all broadcast keys.

In Figure 6.5, we see that the fraction of the time the legitimate sensors sleep has a linear relationship
with their average power consumption, as one would expect. In Figure 6.6, we show how the security of
the legitimate links decreases as the time spent sleeping increases. Finally, by combining the data from
Figure 6.5 and Figure 6.6, we generate Figure 6.7 to characterize the effects of energy-saving on the security
of the protocol. This figure shows that using a small number of channels (i.e., ¢ = 2 or ¢ = 3), gives us the
desirable property that the security increases significantly for small increases in energy consumption, until a
certain point. At this point, to get a security level where virtually all of the legitimate links are connected

and secure requires a much larger increase in energy consumption in our protocol.
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6.4 Discussion

In this section, we discuss our protocol in relation to the key predistribution method (e.g., [69, 70,73, 75])
as well as the approach of Anderson et al. [5]. In some scenarios, these methods may be preferable to our

protocol. However, we believe there are properties which make our protocol desirable in many environments.

6.4.1 Comparison with Predistribution Schemes
We begin by listing some comparative advantages of our scheme:

e Network Connectivity: As shown in Section 6.3, our protocol is able to achieve close to 100% network
connectivity in many settings without using multipath reinforcement, which requires a sensor pair to
rely on other sensors to establish their link key. Allowing a sensor to communicate with all of its
neighbors is desirable from a performance perspective since it gives more options for forwarding a

packet over a high quality link [94].

e Localizing Damage from Sensor Compromise: In the other predistribution protocols, every time a
sensor is captured, the entire network becomes slightly less secure since the attacker learns more about
the network’s global key pool. By contrast, our protocol localizes the damage caused by compromised
devices. If an attacker captures many sensors in one region of the network, it does not learn anything
about the link keys being used in another region of the network. This is because our protocol forms

link keys based on the key sets of nearby sensors rather than from a network-wide key set.
The list of comparative disadvantages of our scheme include:

o Multihop Key Sharing: In some applications (e.g., [95,96]), it may be desirable for key establishment

to result in shared keys between sensors that are multiple hops away from each other. Predistribution
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schemes provide this property since a sensor is as likely to share keys with one-hop neighbors as it is
to share keys with sensors in other regions of the network. Our protocol is localized and, therefore,
only establishes keys between neighboring sensors. As mentioned in Section 6.5, adapting our protocol

to establish keys with sensors multiple hops away is an area we will pursue for future work.

o Key Set Authentication Overhead and Vulnerability: While key predistribution schemes do have sig-
nificant overhead to advertise their key sets, our protocol has the added overhead of sending Merkle
nodes to authenticate the Bloom filter of the key set that will be broadcast by a sensor. However,
we note that other sensor protocols have been proposed with require of O(lgN) overhead associated
with Merkle trees (e.g., [93]) and suggested methods to improve this overhead if location information
is available. Additionally, our protocol introduces a vulnerability that is not present in key predistri-
bution schemes whereby an attacker could generate arbitrary keys that will be accepted as legitimate
when broadcast. However, we have discussed methods to address this problem, such as increasing the

Bloom filter size or increasing the Merkle tree size, in Section 6.2.2.

6.4.2 Comparison with Anderson et al. [5]

Compared to Anderson’s protocol, our protocol is more complex and has more overhead. Additionally, our
protocol requires the availability of multiple channels, which we do not view as a disadvantage since current
sensors [11] already have this capability. However, by in large, we feel that our protocol offers significant

comparative advantages:

o Greatly Increased Security: Essentially, any adversary that compromises our protocol would also be
able to compromise Anderson’s protocol [5]. However, there are many cases where Anderson’s protocol
is compromised but our protocol is not. Anderson’s protocol can provide security no greater than the
¢ = 1 case that is simulated in Section 6.3. In the same section, we show that ¢ > 1 significantly

improves resilience to colluding malicious sensors.

e Increased Link Authentication: From the description in Chapter 2, it is easy to see that Anderson’s
scheme is vulnerable to identity theft whereby a malicious device claims a legitimate sensor’s ID and
creates link keys with neighbors using this ID. In our protocol, we preload the sensors with data
necessary to authenticate their ID and key set by a trusted source. We note that the authentication

mechanisms that we use could be adapted for use in Anderson’s protocol.
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6.5 Summary and Future Work

In this work, we have proposed a novel method of symmetric key establishment for a sensor network that
uses channel diversity, as well as spatial diversity, to create link keys for one-hop neighbors. Establishing
such keys is important because public keys are too computationally intensive for many sensors. Sharing a
symmetric key with neighbors allows for secure aggregation as well as transmitting data used to authenticate
hash chains, for example.

Via analysis and simulation, we show that our protocol performs very well in terms of network connectivity
and resilience to colluding malicious devices compared to previous work. One result is that using even one
extra channel for broadcasting keys during the initialization phase significantly improves security. From
a numerical perspective, our simulations demonstrate that our protocol can achieve over 90% connectivity
among neighboring sensors with link keys that are uncompromised even when 80% of the devices in the
network are malicious and collude.

The first area of future work we plan to pursue is implementing the protocol on sensor hardware. Next, we
plan to augment the protocol to allow key establishment among sensors that are multiple hops away from each
other, as discussed in Section 6.4.1. Finally, time permitting, we would like to more thoroughly investigate
the schemes an attacker can use do compromise our authentication scheme described in Section 6.2.2. In
particular, it is interesting to consider the optimal strategy an attacker can use to rebroadcast a legitimate

sensor’s keys and authentication data without being detected.
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Chapter 7

Summary of Proposal

In this proposal, we have considered the problem of saving energy on the radio interface of wireless devices.
In Chapter 1, we quantify the importance of this problem by presenting data that shows: (1) the energy
density of batteries has shown little improvement in recent years and (2) the radio interface can be a major
source of energy drain, particularly in devices with little or no displays (e.g., cell phones and sensors).

Having demonstrated the relevance of the problem we are addressing, we next propose cross-layer designs
to improve energy-saving protocols. By utilizing cross-layer designs, we take advantage of the interactions
between layers to improve performance. In Chapter 3, we propose cross-layer techniques that allow the link
layer and physical layer to interact. In particular, we propose using the carrier sensing capability provided
by the physical layer to reduce the time the link layer spends listening for wake-up signals.

In Chapter 4, we propose using multiple levels of power save protocols, each of which provides a different
tradeoff in terms of energy and latency (i.e., a lower latency is possible at the cost of increased energy
consumption). Within this environment, we propose a routing protocol that can be used to take advantage
of the multiple levels of power save protocols available at the link layer to allow flows to find routes that
consume as little energy as possible while providing an acceptable end-to-end latency. Section 4.2 discusses
the proposed future work we plan for this part of the thesis.

We then extend the scope of the thesis to investigate the performance tradeoffs that arise for applications
as a result of the cross-layer effects of using energy-saving protocols. Such exploration is important because
these tradeoffs will arise in networks that use power save protocols. In this thesis, we characterize the
tradeoffs that are possible for a couple of applications which are relevant to multihop wireless networks. In
Chapter 5, we focus on the application of propagating data via multihop broadcast. This is widely used
in many wireless applications, such as discovering routes [57, 58], propagating code updates [54-56], and
querying for sensor data [59]. We present a lightweight protocol that can be added to many existing power

save protocols to give network administrators a wider range of possible tradeoffs between energy, latency,
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and reliability. Additionally, we characterize the energy-latency tradeoffs that are possible with the protocol.

In Chapter 6, we consider the effects energy-saving may have on a key distribution protocol. This appli-
cation is important because it allows the resource-constrained wireless devices to create a secret, symmetric
key for each of its neighbors. This key can then be used for encryption and authentication while using
orders of magnitude less computation time than public-key techniques. We propose a broadcast-oriented
key distribution protocol and then explore the tradeoffs that arise, in terms of security and energy, when
energy-saving protocols are used. Section 6.5 discusses the proposed future work we plan for this part of the

thesis.
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